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Historian Overview

Historian Overview

Historian is a high-performance data archiving system designed to collect, store, and retrieve time-based information at
extremely high speed. The system architecture consists of the following:

Historian Server
The Historian server isthe central point for managing all of the client and collector interfaces, storing and
(optionally) compressing data and retrieving data. All tag data (numbers, strings, blobs) are stored in a proprietary
format in Data Archives. Each Data Archive represents a specific time period of historical data. Y ou can further
segregate your tags and archives into Data Stores.

A Data Storeisalogical collection of tags used to store, organize, and manage tags according to the data source
and storage requirements. A Data Store can have multiple data archives, and includes logical and physical storage
definitions.

The primary use of data stores is segregating tags by data collection intervals. For example, you can put hame plate
or static tags where the value rarely changes in one data store, and put process tags in another data store. This can
improve query performance.

Historian data archives are data files with the extension * . i ha, each of which contains data gathered during a
specific period of time. Archives are generally time-based, such as daily archives.

The Historian Data Archiver is a service that indexes all information by Tagname and Timestamp and stores the
resultinan *. i ha file. The Tagnameis a unique identifier for a specific measurement attribute. For iFIX users,
aHistorian Tagname normally represents a Node.Tag.Field (NTF). Searching by Tagname and Time Rangeisa
common and convenient way to retrieve data from Historian. If you use this technique to retrieve data from the
Archiver, you do not need to know which archive file on the Historian server contains the data. Y ou can also retrieve
data using afilter tag.

Historian is capable of storing many different data types, such as Float, Integer, Strings, Byte, Boolean, Scaled, and
BLOB (binary large object data type). The source of the data defines the ability of Historian to collect specific data
types. If licensed for the Alarm and Event option, then the server also manages the storage and retrieval of OPC
alarms and eventsin a SQL Server Express.

Collectors
The Historian includes several types of data collectors for collecting data from awide variety of applications
including: iFIX, OPC, OPC HDA, OPC UA Data Access (Windows), OPCUA (Linux), OPC Alarms & Events, Text
Files(. csv or. xnl ), and OS| PI.

5 Note: To collect datafrom CIMPLICITY, you must use the Historian OPC collector with the
CIMPLICITY OPC Server.

The Calculation collector is designed to perform math and analysis on Historian data and store the results in tags,
on the server. The Server-to-Server collector has the same calculation capabilities as the Calculation collector, but it
stores the results in tags, on aremote server.

Most collectors are capable of performing first-order deadband compression as well as a browse and add
configuration, and store and forward buffering.

= Note: Standard Collectors that are included as part of the product will not consume a CAL (Client
Access License). Other interfaces devel oped by customers or system integrators using the Collector Toolkit
or APIswill consume a CAL for each instance or connection.

Historian Data Collector Cloud (Bi —M odal) Connectivity:

In principle, all Historian Data Collectors read data values from a specified source and write them to a Historian
Server. Some of the Historian Data Collectors are Bi-Modal collectors. This means most of the Collectors have the
capability to write Time Series data either to GE Historian Server or to a Predix Time Series Service on Cloud. This
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can be done by changing the Collector’ s destination configuration either as Historian or Time Series at the time of
collector installation.

Clients
All client applications retrieve archived data through the Historian API. The Historian API is a client/server
programming interface that maintains connectivity to the Historian Server and provides functions for data storage
and retrieval in a distributed network environment.

Historian System Architecture

This diagram illustrates the Historian system architecture:
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A typical Historian system contains several components:

* One or more Historian Data or Alarm Collectors to data sources
* One or more Historian Servers for data or dlarms

¢ One or more Historian Administrators

¢ One or more Historian Admin Consoles

e Historian OLE DB provider

¢ Oneor more Historian HDA Servers

¢ One or more Historian Diagnostic Manager

e Oneor more Historian Client Manager (Mirror systems only)
« Historian Configuration Manager (Mirror systems only)

e Historian Embedded PostgreSQL Database

¢ Historian Embedded Tomcat Container
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e Historian Indexing Service

¢ One or more Excel Add-In packages, installed on any client node
e Programs using Historian User AP

* Programs using Historian Web REST API

¢ Programs using Software Development Kit (SDK)

All clients communicate with the Server through the Historian API. Thislist describes the functions performed by each
component:

Historian Alarmsand Events
Historian Alarms and Events provides tools to collect, archive, and retrieve alarm and event data in Historian.

Refer to Historian Alarms and Events for more information.

Historian Data Collectors
Data Collectors gather data from a data source on a schedule or event basis, process it, and forward it to the
Historian Server or a Web socket for archiving. The following collector functions are common across al types of
collectors (except the File Collector):
* Maintaining alocal cache of tag information to sustain collection while the server connection is down.

» Automatically discovering available tags from a data source and presenting them to the Historian
Administrator.

« Buffering data during loss of connection to the server and forwarding it to the server when the connection is
restored.

e Optiondly, automatically adjusting timestamps for synchronizing collector and archiver timestamps.
» Supporting both collector and device time stamping, where applicable.

» Scheduling data polling for polled collection.

» Performing afirst level of data compression (collector compression).

¢ Responding to control requests, such as requests to pause or resume collection.

e Optionsto send data to Historian or Cloud service through a Web socket connection

For mission-critical data collection, redundant collectors are possible. Historian includes a mirroring option for high
availability and load balancing, so the datais available for the organization all the time.

Refer toHi st ori an Data Col | ect or s for more information.

Historian File Collector
File Collectorsimport .CSV or .XML filesinto Historian. The files can contain data, alarms, tagnames, or other
configuration information, and messages that you can import with aFile Collector.

Refer to the Historian Data Collectors manual for more information.
Historian Administrator

A Historian Administrator provides a graphical user interface for performing Historian maintenance functionsin a
Windows environment including:

« Tag addition, deletion, and configuration.

¢ Maintaining and backing up archivefiles.

« Datacollector configuration.

e Security configuration.

¢ Searching and analyzing system alerts and messages.

* A Calculation Collector with the ability to create a new tag based on calculations, and stores the result astime
series data— available with the Historian Administrator only.

e Setting up your OPC HDA Server — available with the Historian Administrator only.
Refer to the Using the Historian Administrator manual for more information.

Historian Web Admin Console
The Historian Web Admin now operates in aweb-based environment. The Historian Web Admin Console provides
an enhanced Dashboard that displays the health of the system in one convenient location. The Dashboard is
availablein the Web Admin Console only. Y ou can view the following diagnostics details:

« Data Node Diagnostics — Displays the Historian servers connected to the system.
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¢ Caollector Diagnostics — Displays the details of the faulty collectors.
< Client Diagnostics — Displays the top five busiest clients connected to the system.
The Dashboard provides Interactive Configuration management, which helps you configure mirror nodes (available

in the Web Admin Console only), Tags, Collectors, Data Stores and Archives. The functionality of the Calculation
Collector and the ability to configure your OPC HDA Web server are not included in the Web Administrator.

The Historian Admin Console uses a client-access license (CAL).

Historian Server
Historian Server performs the following tasks:
e Manages al system configuration information.
* Manages system security, audit trails, and messaging.
e Serviceswrite and read requests from distributed clients.
e Performsfina datacompression.
e Manages archivefiles.
Historian Diagnostics M anager
The Historian Diagnostics Manager monitors the health of the Historian system and executes a few rules on the

nodes, collectors, and clients, and generates the appropriate fault record. The details of these faults are displayed in
the Admin Console Dashboard.

The following are the faults and their severity level:

Fault Type Fault Description Fault Level

Collector Status Fault Generated when the collector goes to the Unknown or Error
Stopped state.

Collector Overrun Fault Generated when at least one overrun occurs on a Warning
collector in last 24 hours.

Collector OutOfOrder Fault Generated when at least one OutOfOrder occurs on a Information
collector in last 24 hours.

Collector StoreForward Fault Generated when the collector Last Data Sample Time Information
Stamp is delayed by more than an hour.

Collector ConnectDisconnect Fault Generated when the collector is Disconnected and Information
connected at least once in last 24 hours.

Service DiskSpace Fault Generated when a node disk space is about to reach Warning
its free space limit.

Client InActive Fault Generated when a client is not active for the last one Information
hour.

Client BusyRead Fault Generated when the client makes relatively more Information
number of reads per minute.

Client BusyWrite Fault Generated when the client makes relatively more Information
number of writes per minute.

Client TimedOutRead Fault Generated when the client makes a timed out read Warning
query.

Historian Client M anager
The Historian Client Manager acts as the client connection manager and message router for the system. The Client
Manager will examine messages and forward them to the correct Data Archiver or to the Configuration Manager.
This serviceis deployed only for mirrored systems.

Historian Configuration M anager
The Historian Configuration Manager maintains and distributes the entire System configuration. There can be
multiple Historian nodes but only one Configuration Manager. This Configuration Manager node is used to store
system configuration, such as tag names, collector names and Historian Node names. This service is deployed only
for mirrored systems.

Historian Embedded Tomcat Container
An instance of Tomcat is used exclusively by Historian as an open source Java-based Web server to support the
Historian Web Administrator and Trend tool. It supports SSL and the use of certificates for enhanced security.

Historian Embedded PostgreSQL Database
An instance of PostgreSQL is used exclusively by Historian to store tag hames to improve searching for tags in the
Trend tool and Web Admin Console.

Historian Indexing Service
Thisisan indexing service that periodically runs against the Historian tag database, creates a tag index, and stores
information in the PostgreSQL database instance, a preferred method to allow for quick search resullts.

Excel Add-In
The Historian Excel Add-Inisavery useful tool for presenting and analyzing data stored in archive files. Using
thistool, you can design custom reports of selected data, automatically process the information, and analyze the
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results. Y ou can aso use it for performing tag maintenance functions in Historian, such as adding tags, importing or
exporting tags, or editing tag parameters.

For more information, refer to Using the Historian Excel Add-In.

Historian OPC HDA Server
The Historian OPC HDA Server reads the raw data stored in Historian and sends it to the connected OPC HDA
clients. The Historian OPC HDA Server isin compliance with OPC Server HDA 1.20 standards.

Refer to the Historian OPC HDA Server manual for more information.

Historian User API
The Historian User API isintended to provide high speed read/write access to Historian data and read access to
Historian tags. Thereis no access to alarms, events, or messages.

Usethe API to develop applicationsin C or C++, which read and write data to the Historian server when the
Historian SDK and Historian OLEDB do not meet your project requirements for performance or programming
language.

Historian allows you to develop both 32-bit and 64-bit User API programs.

= Note: If you want to build a 32-bit User API program on a 64-bit operating system, then you need to
renamethei huapi 32. 1i b toi huapi . |'i b and includeit in your program.

Refer to the ihUser Api Help system for more information.

Historian Web REST API
Historian includes a REST API to connect your Java Web Client with Historian data. Refer to the Historian REST
API Reference Manual inthe/ Addi ti onal Document at i on folder of your installation directory for more
information.

Historian SDK
The Software Development Kit (SDK) is designed for writing Visual Basic (VB) or Visual Basic for Applications
(VBA) Scripts. Using the SDK, you can develop your own scripts to perform selected repetitive or complex tasks
or to make your own custom user interface. To use the SDK, create aVB/VBA project with the SDK as a project
reference. Refer to the SDK Help system for more information.

Historian Client Access API
Most applications today rely on .NET based development platforms from Microsoft. To enable easier integration
with Historian, a .NET API is provided. The Client Access API supports both 32-bit and 64-bit Windows Operating
Systems.

Callector Toolkit
The Collector Toolkit allows you to write programs that integrate tightly with Historian and leverage the same
configuration tools, redundancy schemes, and health monitoring as collectors that ship with Historian. A custom
collector is a collector developed using the Collector Toolkit. It collects data and messages from a data source and
writes them to a Data Archiver. Each deployment of a Collector developed on the Collector Toolkit consumes a
CAL.

Historian Migration Tools
Historian provides migration tools to allow you to migrate your existing Classic Historian configurations and data
and your iFIX Alarm and Event data into the Historian environment. Tags, collection rates, and dead bands for tags
configured in Classic Historian can be transferred into Historian by the migration tools.

For more information, refer to Migrating Advanced and Classic Historian Data.
Related Documents

For additional information about Historian, see the following documents:

e Historian Getting Started Guide

e Historian Important Product Information (1PI)

¢ Using the Historian Administrator

e Historian Data Collectors

e Using the Historian Excel Add-In

e Historian Alarms and Events

¢ Migrating Advanced and Classic Historian Data
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e Using the Historian OLE DB Provider
¢ Historian Software Devel opment Kit (SDK) Online Help System
¢ Historian REST APIs Reference Manual

Standard and High-Availability Configurations

Standard and High-Availability Configurations

Y ou have wide flexibility in configuring the Historian system. Since Historian can support a fully distributed architecture,
you can spread the data collection, server, administration, and client data retrieval functions across many different nodesin a
network, or you can install al components on a single computer.

Since the Historian APl is the basic building block for connectivity, al Historian functions, including data collection,
administration, and dataretrieval, use the Historian API.

Y ou can connect the Historian API to alocal Historian Server in the same manner asto aremote Historian Server by simply
providing the name of the server. This name must be the Computer Name or |P Address of the target Historian Server, and the
server must have TCP/IP connectivity. If you use the Computer Name of the server rather than the IP Address, the IP Address
must be available to the client through DNS, a WINS server, or through the local host table.

It is recommended that you install the Historian Server on a central dedicated server. Next, install data collectors on each data
source, and point them back to the central Historian Server by specifying the appropriate server Computer Name. Install a
separate data collector for each type of collection interface used in your system.

Y ou can also have mirroring of stored data on multiple nodes to provide high levels of datareliability. Data Mirroring also
involves the simultaneous action of every insert, update and del ete operations that occurs on any node.

You can install various types of collectors on a single computer, subject to constraints detailed in Installing Historian Data
Collectors (page 53).

Standard Historian Architecture

Standard Historian offers unique capabilities and benefits for a sustainable competitive advantage:

¢ Built-in Data Collection

e Fast Read/Write Performance speed

¢ Enhanced Data Security

¢ Robust Redundancy and High Availability

The following topics give you a quick insight to different use cases to consider when deploying your Historian architecture.

Single Node Data Only System (page 9)

Data Collection from SCADA Systems and other Programs (page 10)
Integration with Client Programs (page 10)

High-Availability Architecture (page 11)

Single Node Data Only System

In atypical single node system, OPC Server or HMI is responsible for the collection of data. This datais used for trending
and analyzing asillustrated in the following figure:
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Figure 2: Single Node Data Only System
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This diagram represents how datais collected from SCADA systems and other custom programs. The collected datais used
for calculations and analysis.

Figure 3: Enterprise Data Collection Examples
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Integration with Client Programs

This diagram represents the integration with external client programs.
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Figure 4: Data Collection and Client Connection Examples
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High-Availability Architecture

This diagram shows a high-availability system with collector redundancy and Mirrored Historians:
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Figure 5: High Availability Example
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Y ou can mirror stored data on multiple nodes to provide high levels of datareliability. Data Mirroring involves the
simultaneous action of every insert, update, and delete operation that occurs on any node. Historian allows you to have up to
three mirrors, a primary and two additional mirrors.

Historian Data Mirroring

If you have purchased an Enterprise-level license for Historian and your license entitlement includes mirror nodes, you have
the option of setting up to three mirrors (primary server + two mirrors).

Historian Data Mirroring provides continuous data read and write functionality. In atypical data mirroring scenario one
server acts as a primary server to which the clients connect.

To create amirror, you add mirror nodes and establish a data mirroring session relationship between the server instances. All
communication goes through the Client Manager, and each Client Manager knows about the others.

Mirrors must be set up in asingle domain.
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Figure 6: Mirroring Example
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Installing Historian in a Mirrored Environment (page 33)

Client Connections in Mirrored Environments

When aclient (either awriting collector or reading client), connects to the Client Manager, it gathers information about each
client Manager along with all archive, tag, and collector configuration information from the Configuration Manager, and
stores thisinformation locally in its Windows Registry.

A relationship is then established between each remote client and a single Client Manager, which directs read and write
reguests across the other mirrors. If that relationship is broken, it will establish a new relationship with the next available
Client Manager, which assumes the same responsibilities. This bond is maintained until that Client Manager is unavailable,
and then the process of establishing a relationship with another Client Manager is repeated.

When more than one node is running, the Client Manager uses a "round robin" method between the good nodes to balance
read loads. Each read request is handled by a node as a complete request.

Writes are sent independently but nearly simultaneously to any available Data Archiver so that the same tag shares a
common GUID, name, timestamp, value, and quality as passed to it by the Collector.
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Read and Write Client with Mirroring
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Historian in a Cluster Environment

Historian works with the Microsoft Cluster Service Manager to ensure high availability of the Historian server. If the primary
Historian node in the cluster experiences difficulties, Historian is automatically started on another node to take over. Server
high availability is managed through the Microsoft Cluster Service Manager.
¢ Read the Important Product Information document and verify that al the prerequisites are properly installed.
« Configure afailover cluster in Windows Server 2008 R2. See Installing Historian in a Cluster Environment (page
44). See also Configuring Clusters section in Using Historian Administrator.
e Touse Historian Alarms and Eventsin a cluster environment, select the appropriate SQL Server for both the Cluster
Nodes.

Setting Up the Historian Environment

Setting Up the Historian Environment

Before you start setting up your Historian environment, identify the computers that will function as your clients, data
collectors, administration workstations, and archiver.

1. Set up each computer.
See Hardware Requirements (page 16) , and refer to the user manual that accompanies each component for
detailed setup information.

2. Usealogin account with administrator rights so that you can install Historian later.
See Software Requirements (page 20), and refer to the user manual that accompanies each software product for
more detailed setup information

3. Activate the License Key on your Historian Server node. Additional licenses may be required on other nodes (such as
mirroring and collector nodes) depending on your configuration requirements. See Historian Licenses (page 15).
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4. Disable the Guest account in Windows security if you want to limit authentication to known Windows users only.

Historian Licenses

Historian Product License Management

Advantage Licensing is the software system for activating and managing product licenses. Using the tools in Licensing and our
Customer Center web site you can view, activate, and manage licenses at your site.

With Advantage Licensing you can:

¢ View current licenses for the products residing on a computer
* Choose alicensing method (Internet, local intranet, or file-based)
e Change licenses (Activate, Return, Refresh)

= Note: If you received an email containing an activation code, you must migrate to Advantage Licensing. Get the
newest licensing software at http://digital support.ge.com.

If you did not receive an activation code, follow the instructions about M4 keys at http://digital support.ge.com.

= Note: If you are using Windows Server 2003, you must install the latest service pack for Windows 2003 Server,
and you must also install the update described in http://support.microsoft.com/kb/938397.

If thisis not done, an error may indicate that no licenses were found and the error may display a message similar to
"This version of licensing is out of date or invalid. Please install the latest version.”-

For all Windows operating systems, ensure that they are updated with the most recent Windows updates before
installing Common Licensing.

e If you are using Windows Server 2012 R2, you must install the update described in http://support.microsoft.conv
kb/2919355.

Also you must have KB2919442 and then KB2919355 installed before installing KB2999226. This update must
beinstalled before you install the License Client.

e If you are using Windows 7 and Windows Server 2008 R2, you must have SP1 installed before you can install
KB2999226.

e If you are using Windows 8.1, you must install KB2999226.

e Activating licenses from the GE Cloud Server onto Windows XP SP3 or Windows Server 2003 SP2 computersis
no longer supported.
If you need to activate alicense directly onto a Windows XP SP3 or Windows Server 2003 SP2 computer, you
can use the Offline Activation method. This entails using another computer, with Windows 7 or newer OS, to
communicate with the GE Cloud Server. All other license formats and Common Licensing methods are still
supported.

Historian License Editions

Historian is available in three license types: Essentials, Standard, and Enterprise. The Essentials edition is included as the on-
board Historian with the purchase of someiFIX and CIMPLICITY licenses, and cannot be licensed or sold outside of those
packages. Essentials edition customers who require options available in the Standard or Enterprise editions or require more
than a 1000 tags must purchase either a Standard or Enterprise License with the appropriate tag count.

You can install all components using the single install media, but the use of specific components and functionality are
controlled by the GE license you purchase and install.

The Historian components and functionality supported by each license type are shown in the table below:

Component Essentials Standard Enterprise
/Allow Data Modification Y Y Y
Digital / Enumerated / Array Tags Y Y Y
Excel Add-in Y Y Y
Fault Tolerant Computer Support Y Y Y



http://digitalsupport.ge.com
http://digitalsupport.ge.com
http://support.microsoft.com/kb/938397
http://support.microsoft.com/kb/2919355
http://support.microsoft.com/kb/2919355
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Component Essentials Standard Enterprise
Historian Server Y
\Windows Admin Console Y
Cluster Support -
Collector Redundancy
Collector Toolkit SDK
Microsecond Support
Multiple Data Stores
User Defined Multi-Field Tags
'Web Admin Console
\Web Trend Client
Data Mirroring - up to 3 (Primary +2)
Expression Support
Electronic Signatures - Optional Optional
Maximum Data Stores (200) - - Optional
Historian Client Access Licenses (CALs) 2 5 5
Data Stores 5 10 20
Max Historical Tags 1,000 50,000 20,000,000
SCADA Buffer (10000 tags, 200 days)
iFIX Collector
ME Collector
OLE DB Provider
OPC HDA Server
Server to Server Distributor
'Windows PerfMon Collector
Calculation Collector - Optional
OPC Alarms - Optional
Simulation Collector Y
0S| PI Distributor
GE Data Collector for OPC HDA w/Cloud Option
GE Data Collector for OPC UA (DA) w/Cloud Option
GE Data Collector for OPC UA Linux (x86) w/Cloud Option
GE Data Collector for OSI Pl w/Cloud Option
GE Data Collector for Wonderware w/Cloud Option
GE Data Collector for ODBC w/Cloud Option

K<< << <<
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<<<=<=<=<<

Server to Server Collector w/Cloud Option - Optional Y
Cygnet Data Collector w/Cloud Option - Y Y
(OPC DA Collector w/Cloud Option Y Y Y

= Note: Historian HD is a separately sold and licensed component from Historian. Historian HD provides the
Historian user a standard method to move Historian tag configuration and historical archive data from a Windows
environment to a Hadoop Distributed File System (HDFS). HDFS is the primary distribution storage used by Hadoop
applications.

A component that is used only by the Historian HD license is installed with your Historian installation: the Historian
Archive Ingestion Service. This serviceis reserved for use only with the Historian HD big data analytics platform and
islisted as“Manual” under Startup Type. Stopping this service does not impact Historian functionality. Unless you
are licensed to use Historian HD, do not attempt to start or monitor this service, as it may impact the ability to run the
Historian Data Archiver service.

For more information regarding Historian HD, please visit http://www.ge-ip.com/products/proficy-historian-hd/p3714.

=¥ Note: * From Historian 7.2 onwards, Scada buffer count isincreased from 2500 to 10000. Historian Essentials
license includes 2500 buffered tags and 200 day circular buffer if permanent storage is less than 1000 tags (that is, if
Cimplicity points are 1500 and below). It includes 10000 buffered tags and 200 day circular buffer if permanent storage
is 1000 tags (that is, if Cimplicity points are 5000 and above).

Hardware Requirements

This topic describes hardware requirements for Standard Historian.

Historian Server

For Historian Servers, the minimum hardware requirements are:


http://www.ge-ip.com/products/proficy-historian-hd/p3714
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e A 2.4 GHz clock-speed Intel Corei3ori5ori7 CPU or equivalent AMD Phenom CPU with 8 GB RAM for a 64-bit
Historian Server.

¢ A DVD-ROM drive.
« 80 GB free hard-drive space for the data archives, message files, buffer files, and log files used by the system.
¢ 100 Mbps TCP/IP-compatible network interface adapter for network communication and certain 1/0 drivers.

Data Collector Node
For Data Collector nodes, the recommended minimum hardware requirements are:
e A 2.0 GHz clock-speed Intel Corei3ori5 ori7 CPU or equivalent AMD Phenom CPU with 2 GB RAM.
¢ 40 GB of free hard-drive space to store buffered data.
e A DVD-ROM drive.
e TCP/IP-compatible network interface adapter for network communication and certain /O drivers.

Microsoft Windows Server

Many desktop-class computers are not certified to run Windows Server. Check the Microsoft web site and your computer
hardware vendor web site for possible conflicts between your hardware and Windows Server 2008 R2 SP1. These
specifications are sufficient to meet the needs of a small pilot application. However, production system requirements may
be significantly different depending on many application-specific factors. Please contact the Product Manager to review the
reguirements of your application.

Microsoft Cluster Service

For the Microsoft Cluster service, the minimum hardware requirements are:
¢ A 2.6 GHz clock-speed Intel Corei3ori5ori7 or Xeon or equivalent AMD Opteron CPU with minimum 8 GB RAM.
* 80 GB of local, free hard-drive space.

e 40 GB shared SCSI hard-drive (RAID preferred).

« Two 100Mbit TCP/IP-compatible network interface adapters for network communication and certain 1/O drivers (One for
public network, another for private network).

T

Note: The configuration of each server added to the cluster must be identical to the other serversin the cluster.

Data Mirroring and Redundancy Service

For the Data Mirroring and Redundancy service, the minimum hardware requirements are:
¢ Minimum 8 GB RAM.
e Dual Core Processor.
¢ 64-Bit Operating System.

= Note: If you are using single node setup, then it is recommended to use 32 GB RAM.

Ensure that you are using the same hardware requirement for the mirror node as well.

Network Speed
For alarge Enterprise Historian setup, it is recommended that network speed is 1 GBPS.

Notes

e |If you are using single node setup, then it is recommended to use 32 GB RAM.

¢ Ensure that you are using the same hardware requirement for the mirror node as well.

¢ You must have aminimum of 10 GB free space available for the Data Archiver to start.

¢ Many Desktop-class computers are not certified to run Windows Server. Check the Microsoft web site and your computer
hardware vendor web site for possible conflicts between your hardware and Windows Server 2008 R2 SP1. These
specifications are sufficient to meet the needs of a small pilot application. However, production system requirements may
be significantly different depending on many application-specific factors. Please contact the Product Manager to review
the requirements of your application.
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Hardware Requirements for Historian Enterprise, Mirroring

The following table describes the hardware requirements for Historian Enterprise, Mirroring and Alarms & Events:

Hardware Requirements
RAM (GB) 16 GB / 32 GB (recommended)
Disk Size Required 250 GB (Minimum)
Processor Type Intel Core-i5, i7 family, or equivalent
CPU Dual/Quad cores
CPU Speed (GHz) 2.8
Recommended CPU clock in Giga Hz 2.8
Storage Type SAS SSD with RAID Level 0 Configured

Other requirements:

Operating System: Windows 7 (64-bit) or Windows Server 2008 (64-bit) or Windows 2012 Server R2 or Windows 2016
Server or Windows 2019 Server.
Tags: Upto 50K

Yearsof dataonline: 1 year
Historian Server Sizing Recommendations

Y ou determine the size of an Historian Server as a function of the number of tags from which datais collected, the rate of
alarm and event collection, and how often you intend to collect the data and how much data you want to keep online. The
number of tagsis an indicator of the number of concurrent users likely to access the system. The primary factor is server
memory requirements; CPU load is a secondary factor. If the number of concurrent usersis significantly different from the
suggested guidelines, adjust server memory size accordingly.

The following recommended configurations may vary based on years of data online, update rate, data compression setting,
and other tag configuration parameters.

Notes

e Historian Server runs only on 64-bit versions of Windows.

* When possible, for performance reasons, consider using computers with multiple disk drives so that archives and buffers
can be given their own drive. Or, multiple data stores can each have their own drive.

e Sustained event rate is 18 million per minute.

» Historian supports Intel Corei3, i5, i7 Duo based processors as long as they are compatible with the operating system.

e Historian does not support Itanium processors.
The recommended configurations may vary based on years of data online, update rate, data compression setting, and other tag
configuration parameters.

¢ Recommended Historian Standard Edition Server with <10K Tags (page 18)

¢ Recommended Historian Standard Edition Server with 10K - 50K Tags (page 19)

¢ Recommended Historian Standard Edition Server with 100K to 1 Million Tags (page 19)

¢ Recommended Historian Standard Edition Server with 1 Million to 2 Million Tags (page 19)

* Recommended Historian Standard Edition Server with 2 Million to 5 Million Tags (page 19)

Recommended Historian Standard Edition Server with <10K Tags

Tags <10K

RAM (GB) 8 GB/16GB (recommended for Single node setup)

Disk Size Required 100 GB/250 GB (recommended)

Processor Type Intel Core-i5, i7 family, or equivalent

CPU Dual/Quad cores

CPU Speed (GHz) 2.8

Recommended CPU clock in Giga Hz 2.8

Operating System Windows 7 (64-bit) or Windows Server 2008 (64-bit) or Windows 2012 Server R2 or Windows 2016
Server or Windows 2019 Server.

Storage Type SAS SSD with RAID Level 0 Configured

Years of data online 1year
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Recommended Historian Standard Edition Server with 10K - 50K Tags

Tags

RAM (GB)

Disk Size Required

Processor Type

CPU

CPU Speed (GHz)

Recommended CPU clock in Giga Hz
Operating System

Storage Type
Years of data online

10K to 50K

16 GB/ 32 GB (recommended)

250 GB

Intel Core-i5, i7 family, or equivalent
Dual/Quad cores

2.8

2.8

Windows 7 (64-bit) or Windows Server 2008 (64-bit) or Windows 2012 Server R2 or Windows 2016
Server or Windows 2019 Server.

SAS SSD with RAID Level 0 Configured
1 year

Recommended Historian Standard Edition Server with 100K to 1 Million Tags

Tags

RAM (GB)

Disk Size Required

Processor Type

CPU

CPU Speed (GHz)

Recommended CPU clock in Giga Hz
Operating System

Storage Type

Years of data online

100K to 1 Million

16 GB / 32 GB (recommended)

250 GB

Intel Xeon (56xx, E5 family or AMD Opteron 42xx/62xx family)

Dual/Quad cores

2.8

2.8

Windows Server 2008 R2 or Windows 2012 standard (64-bit) or Windows 2012 Server R2 or
Windows 2016 Server or Windows 2019 Server.

Direct attached or shared storage with SAS enterprise class drives. Hardware RAID controller with
cache memory. SAN recommended over NAS

1 year

Recommended Historian Standard Edition Server with 1 Million to 2 Million Tags

Tags

RAM (GB)

Disk Size Required

Processor Type

CPU

CPU Speed (GHz)

Recommended CPU clock in Giga Hz
Operating System

Storage Type

Years of data online

1 Million to 2 Million

16 GB/ 32 GB (recommended)

500 GB

Intel Xeon (56xx, E5 family or AMD Opteron 42xx/62xx family)

2-Socket

2.6

2.6

Windows Server 2008 R2 or Windows 2012 standard (64-bit) or Windows 2012 Server R2 or
Windows 2016 Serveror Windows 2019 Server.

Direct attached or shared storage with SAS enterprise class drives. Hardware RAID controller with
cache memory. SAN recommended over NAS

1 year

Recommended Historian Standard Edition Server with 2 Million to 5 Million Tags

Tags

RAM (GB)

Disk Size Required

Processor Type

CPU

CPU Speed (GHz)

Recommended CPU clock in Giga Hz
Operating System

Storage Type

Years of data online

2 Million to 5 Million

32 GB/64GB

500 GB

Intel Xeon (56xx, E5 family or AMD Opteron 42xx/62xx family)

2-socket or 4-socket

2.6

2.6

Windows Server 2008 R2 or Windows 2012 standard (64-bit) or Windows 2012 Server R2 or
Windows 2016 Server or Windows 2019 Server.

High speed shared storage with SAS or SSD drive types. Hardware RAID controller with cache
memory. SAN recommended over NAS.

1 year

Sustained Event Rate Example System

System performance may vary depending on the hardware specifications, operating system, and tuning parameters. These
hardware specifications are provided as areference only.

Specification
Processor Type
CPU

CPU Speed (GHz)
RAM (GB)

Medium Size Server Large Size Server

Intel Xeon 5540 Intel Xeon E5-2670 or E5-4650
Dual socket Dual socket or quad-socket
2.5 2.7

64 256

Historian Collector Configuration Recommendations
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Configuration Item Recommendation

RAM (GB) 8 GB

Disk Size required 80 GB

Historian Collectors 32-bit or 64-bit (GE Data Collector for Wonderware support 64-bit only)
Operating System Microsoft® Windows® 7 Professional (32-bit or 64-bit)

Microsoft® Windows® 8.1 Professional (32-bit or 64-bit)
Microsoft® Windows® 10

Microsoft® Windows® Server 2012 Standard (64-bit)
Microsoft® Windows® Server 2008 R2 (64-bit)
Microsoft® Windows® Server 2008 R2

Microsoft® Windows® Server 2012 R2

Microsoft® Windows® Server 2016

Microsoft® Windows® Server 2019

Notes
< Historian Collectors work as 32-bit applications on a 64-bit Windows operating systems using WoW64 mode
(Windows-on-Windows 64-bit). However, you can read and write data from a 64-bit Historian Server.
¢ RAM and Disk Size required may vary based on the collectors available on the system.
¢ Recommended number of tags per collector is 20 to 30K.

e For iFIX systems, count each Node. Tag.Field (NTF) as a separate tag when you determine the size of the system. For
example, FIX.FIC101.F_CV and FIX.FIC101.B_CUALM (current alarm) both count as tags, even though they are
derived from the same iFIX tag.

Optimizing Virtual Memory

Through the use of paging files, Windows all ocates space on your hard drive for use asiif it were actually memory. This space
is known as virtual memory. Be sure to optimize the virtual memory on the Historian archiver computer.

=F Note:

If the paging file is set to grow dynamically, your system may experience severe performance problems during run
time. To ensure optimal performance, be sure that the Initial Size and Maximum Size of the paging file are the same
so that the paging file does not grow dynamically. For more information on creation and sizing of Windows paging
files, refer to the Microsoft Windows Help.

To optimize the virtual memory paging file for Historian in Windows:

1. Double-click the System icon in the Windows Control Panel.
2. Open the Performance Options dialog box:

a. On Windows 7, or Windows 8, or Windows Server 2008, click Advanced System Settingsin the | eft pane.
b. Inthe Advanced tab, under Performance, click Settings.
¢. Inthe Performance Options dialog box, click the Advanced tab.

Inthe Virtual Memory group box, select Change.

Inthe Initial Sizefield, enter avalue equal to three times your physical memory.

In the Maximum Size field, enter avalue equal to three times your physical memory.
Select Set.

Click OK.

N o ok w

Software Requirements

This topic describes the minimum Historian software requirements.

Microsoft® Windows® Operating Systems
Historian requires one of the following operating systems, with latest service packs or revisions:

¢ Microsoft® Windows® Server 2019 (64-hit)
¢ Microsoft® Windows® Server 2016 (64-bit)
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¢ Microsoft® Windows® Server 2012 R2 (64-bit)

¢ Microsoft® Windows® Server 2008 R2 (64-bit)

¢ Microsoft® Windows® 7 Professional (32-bit or 64-hit)

¢ Microsoft® Windows® 8.1 Professiona (32-bit or 64-bit)
¢ Microsoft® Windows® 10 (32-bit or 64-bit)

5 Note: Historian 7.2 32-bit components such as Collectors, Excel Add-in 32-bit, Interactive SQL 32-bit, APIs,
and Non-Web Administrator work as 32-bit application on 64-bit Windows operating systems using WoW64 mode
(Windows-on-Windows 64-bit). However, you can read and write data from a 64-bit Historian Server.

If you use Historian 6.0 or later on Windows Server 2008 (32/64-hit) or Windows Server 2008 R2, you must go for a
Full Installation and not Core Installation of Windows.

Network Interface Software

The TCP/IP network protocol is required.

Microsoft®.NET Framework 4.5.1

Theingtallation of .NET 4.5.1 is a prerequisite to the Historian install. Y ou can install it manually or you will be prompted to
download and install it viathe Historian install. In order to have .NET 4.5.1 downloaded and installed as part of the Historian
install, your Proxy must be configured for internet access.

Microsoft® SQL Server®

One of the following 32-bit or 64-bit SQL Server systemsto configure alarm and event archiving or to use Historian as a
linked server:

e Microsoft® SQL Server® 2008 R2 SP2, Standard, or Enterprise Edition

¢ Microsoft® SQL Server® 2008 Express

¢ Microsoft® SQL Server 2008 R2

¢ Microsoft® SQL Server® 2012 SP3

¢ Microsoft® SQL Server® 2014 SP1 Express, Standard, or Professional

e Microsoft® SQL Server® 2016 Express, Standard, or Professional

¢ Microsoft® SQL Server® 2017 Express, Standard, or Professional

= Note: The collation for your Alarm and Event database needs to match the collation of your SQL Server. This
happens automatically by default but can become different if the Alarm and Event Database is moved to another SQL
Server.

Microsoft® Excel®
The Historian Excel Add-In requires one of the following
¢ Microsoft® Excel® 2007 (32 bit only)
¢ Microsoft® Excel® 2010 (32 & 64 hit)
¢ Microsoft® Excel® 2013 (32 & 64 hit)
e Microsoft® Excel® 2016 (32 & 64 bit)
Web Server
Web server requirements are as follows.
¢ Microsoft®.NET Framework 4.5.2
e Historian Client Tools 7.0 or greater
e« OLEDB, User API, and Historian Client Access Assembly
Historian Server

¢ Microsoft® Windows® Server 2016 (64-hit)
¢ Microsoft® Windows® Server 2012 R2 (64-hit)
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Microsoft® Windows® Server 2008 R2 SP2 (64-hit)
Microsoft® Windows® 10 (64-bit)

Microsoft® Windows® 8.1 Professional (64-bit)
Microsoft® Windows® 7 Professional (64-bit)
Microsoft® NET Framework 3.5

|5 Note: Historian Server runs on 64 bit only.

Supported Browsers

The following are the supported browsers for Historian Web Administrator and Trend Client:

Firefox 46+

Google Chrome 39+
Internet Explorer 11

Supported Browsers for Historian Help

The following are the supported browsers for Historian Help:

Firefox 46+

Google Chrome 39+

Internet Explorer 11
Microsoft Edge 40

Historian and Microsoft® Windows®

Optimizing Server Settings

If you are running Historian on a Windows computer, do not set your File and Printer Sharing for the Server optimization
optionsto Maximum Data Throughput for File Sharing. The Maximize Data Throughput for File Sharing setting

in Fileand Printer Sharing for Microsoft Networ ks Properties controls the system cache size and allows the cache to
grow very large. This could cause excessive paging when dealing with large files and might interfere with applications like
Historian.

It is recommended that you select the Maximum Data Throughput for Network Applications option.

To view or change your Server Optimization settings on Windows servers:

1
2.

o 0 A~ w

Open the Control Panel.
Double-click the Network and Dial-Up Connectionsicon.

The Network and Dial-up Connections dialog box appears.
Right-click the Local Area Connection Propertiesicon and select Properties.
Select the File and Printer Sharing for Microsoft Networ ks component and click the Properties button.

Ensure that the M aximize Data Throughput for Network Applications option is selected.
Click OK.

For more information on changing the Server Service properties, refer to the Microsoft Knowledge Base article
Q228766.

Archiver Obtaining List of Domain Controllers

If the archiver is configured to use domain group security, the data archiver obtains the list of primary and backup domain
controllers at archiver startup. If adomain controller is not available at that time or if you add new domain controllers, they
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are not seen by the archiver until the next time the archiver is restarted. For example, if your backup domain controller was
not available on archiver startup, the archiver will not fail over to the backup domain controller for user authentication.

For more information, refer to the Working with Security section in Online Help.

Windows Firewall Enabled by Default

Windows Firewall is enabled by default in Vista, Server 2003, Server 2008, and Server 2012.

If youinstall Historian on any of the given systems, you will be prompted to allow Historian to reconfigure the Windows
Firewall. If you answer Yes, Historian is added to the firewall's exception list and set to Enabled. If you answer No,
Historian is added to the list and set to Disabled. Y ou can change this setting through the Windows Firewall control panel at
any time.

VMWare Support

Historian provides support for VMware ESXi Server version 5.0 and above. The virtualization capability provided by
VMware lets you run multiple virtual machines on a single physical machine, with each virtual machine sharing the resources
of that one physical computer. Please be aware that while we have tested VMware ESXi 5.0 and above, issues with the
VMware software or the virtualized environment are outside the scope of GE Digital's responsibility. Y ou must use VMWare
Compatibility Hardware and Software before installing Historian 7.0 or greater Data Archiver on a Virtual Machine. For the
current release, the only supported type of Proficy licensing for use with VMware is keyless (software) licensing.

[

Note: VMware Player is not supported.

Important: Advanced features of ESXi Server (such as VMotion, High Availability, and Clustering support)
have not been tested with Historian.

For information regarding VMWare compatibility and its supported software and hardware environments, please visit: http://
www.vmware.com/resources/guides.html

VMWare Best Practices and Limitations

Disk Growth
To prevent disk growth during run time, make sure you pre-allocate the hard disk in your VMware image.
! Important: If the VMware disk needs to grow at runtime because of IHA growth or creation, the Data
Archiver will be slowed. If there is not enough disk space on the host machine to grow the VMware disk,
the archiver may lose data.

Suspended | mages/Power Metered | mages
ESXi servers have power meter functions and options as well as the ability to suspend images to conserve power.
We do not recommend or support these functions due to the potential effects on the Guest operating system,
specifically in regards to polling 1/O and timely updates.

1/O Devices and Connections and VMware
There are amultitude of devices and methods of communications on the market. These devices may be used if you
can successfully connect them from the virtual machine through the physical HOST, but we do not support the
setup of that connection. Be aware that device drivers used to write to proprietary cards for the ESXi HOSTS as
part of virtual device setup can cause issues.

USB Controller Limitations
The USB controller has these limitations when using Historian and VMware:

e Minimum virtual hardware version 7 is required.
« Only one USB controller of each type can be added to a virtual machine.

e The USB arbitrator can monitor a maximum of 15 USB controllers. If your system includes an additional
number of controllers and you connect USB devices to these controllers, the devices are not available to be
passed through to a virtual machine.

e Youmust add a USB controller to avirtual machine before you can add a USB device.
¢ You must remove all USB devices from avirtual machine before you can remove the controller

USB Device Limitations


http://www.vmware.com/resources/guides.html
http://www.vmware.com/resources/guides.html
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USB devices have these limitations when using Historian and VMware:

e A virtual machine may have up to 20 USB devices attached to it; however, each unique USB device can only
be attached to one virtual machine at atime.

¢ Unsupported USB devices may not interact as expected with other ESXi features.

Additional VMware Notes
GE Digital cannot guarantee the performance of the Historian software in avirtualized environment due to the
wide range of parameters associated with the hardware, configuration, memory settings, third-party software
installations, and the number of virtual machines running; all of which can affect performance. Therefore, GE
Digital cannot provide support related to the performance of the Historian software running on a virtual machine
if it is determined that the issue is related to the virtual environment. Also, GE Digital does not provide support or
troubleshoot a customer's virtual machine infrastructure.

It isthe responsibility of you, the customer, to ensure that the performance of the Historian software and any third-
party applications (especially those not recommended by GE Digital) are adequate to meet the needs of your run
mode environment. GE Digital does not support issues related to functionality that is not available as aresult

of running in avirtual machine infrastructure. Examples include the functionality of card level drivers such as
those for the Genius® family of drivers, the Allen-Bradley® DH/DH+ drivers, the Cyberlogic's MBX® Driver
for the SA85 card, as well as functions requiring direct video access. Check with the vendor of your third-party
application for support statements regarding that third-party product's ability to run in avirtualized environment.

For more detailed information regarding V Mware specifications and requirements, visit the VMware web site:
http://www.vmware.com/resources/compatibility/search.php.

Compatibility with Other GE Products

Several GE products work with Historian. The following is a general set of required versions to work with Historian 7.2.

! Important: If you want to enable the Strict Authentication feature in Historian 7.2, be aware that you will need

to apply the latest SIMs that support this feature for all Proficy clients that connect to the Archiver, including the ones
listed in thistable. In addition, there may be SIMSto allow pre-5.0 collectors and client applications such as Excel
Add-In to connect. Refer to the SIM download page for update for Historian and other Proficy products.

Product Minimum Required Version
CIMPLICITY 10.0
iFIX 6.0
Plant Apps PA7.2
\Workflow 2.6

* For customers using iFIX, there was a change in the HKEY _CURRENT_USER registry values for WebSpace and it will
no longer work with the existing SIM. Ensure that you get the latest iFIX SIMs. The following article provides additional
instructions: https://ge-ip.force.com/communities/en_US/Article/iFI X-Webspace- Strict-Historian-Authentication

** For Plant Apps customersusingthe* Hi storian Type = ‘ GE Proficy — Historian 3.0’ toconnectto Historian
7.2, both the Enabled and Disabled options for Enforce Strict Client Authentication selection are supported.

** For Plant Apps customers using the ‘Historian Type = ‘ GE Proficy — Historian' to connect to Proficy Historian 7.2, only the
Disabled option for Enforce Strict Client Authentication selection is supported.

In Historian 5.0, the Historian HKEY_ _CURRENT_USER registry key values were changed. The programs accessing the
server collection through the SDK are unaffected. Any program or script that directly accesses the registry keys or any
Terminal Server login scripts that try to configure alist of servers by importing registry keys directly will no longer work.
Such programs need to access the server collection via SDK calls, not directly.

Additional Setup Information

See the topics below for additional setup information.
Regional Settings Support

Historian supports the following regional settings available in the Windows Control Panel:


http://www.vmware.com/resources/compatibility/search.php
https://ge-ip.force.com/communities/en_US/Article/iFIX-Webspace-Strict-Historian-Authentication
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e Decimal symbol - one character
¢ Digit grouping symbol

e List separator - one character

e Timestyle

e Time separator

« Short date style

» Date separator

Time and Date Formatting

Avoid changing the time style or short date style in regional settings to values that are outside of the standard styles provided.
Changing these values to non-standard styles may result in improperly formatted times and dates.

Historian supports the following short date formats, some of which may not be available in certain language versions of
Windows:

e dd/mmlyy
e ddyy/mm
mm/ddlyy
e mm/yy/dd
e yy/dd/mm
e yy/mm/dd
Datatype Support
The following table lists the supported Historian data types and their sizes:
Data Type Size
Single Float 4 bytes
Double Float 8 bytes
Single Integer 2 bytes
Double Integer 4 bytes
Quad Integer 8 bytes
Unsigned Quad Integer 8 bytes
Unsigned Single Integer 2 bytes
Unsigned Double Integer 4 bytes
Byte 1 byte
Boolean 1 byte
Fixed String Configured by user.
\Variable String No fixed size.
Binary Object No fixed size.
Historian does not support the use of the Binary Object data type with the
Data Collectors. Refer to the SDK online Help for more information on
working with BLOB data types.
Scaled 2 bytes

Enabling Trust for a Self-signed Certificate on Chrome

Atinstall time, aself-signed certificate is generated that you use with Historian web applications. A self-signed certificateisa
certificate that is signed by itself rather than signed by atrusted authority. Therefore, awarning in the browser appears when
connecting to a server that uses a self-signed certificate until it is permanently stored in your certificate store.

1. Inthe Google Chrome browser go the site to which you want to connect.

A warning box appears to inform you that that the certificate is not trusted by the computer or browser.

Click the gray lock to the left of the URL, and then select the Details link. The Security Overview screen appears.
2. Click the gray lock to the left of the URL, and then select the Details link.

The Security Overview dialog appears.

3. Click the View certificate button.
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The Certificate window appears with three tabs: General, Details, and Certification Path.

4. Select the Details tab and click the Copy to Files button.
5. Follow the wizard to save the certificate to alocal file.

Use the default format: DER encoded binary X.509 (. CER).

6. Right-click the .CER file, and select I nstall Certificate.
7. Select Trusted Root Certificate Authorities and click OK.

=¥ Note: Do not let the wizard select the store for you.

A Security Warning dialog may appear. If it does, disregard this dialog by clicking the Y es button to install the
certificate.

8. Restart the browser and connect to the server.
9. Open the URL authenticated by the certificate.

If error messages do not appear, the certificate was successfully imported.

Installing Historian

Historian Installation

Historian provides asingleinstall program on a DVD or 1SO with options that install each system component.

The following table provides the information about installation locations of various Historian components regarding their Root
File Path and Root Registry Path from Historian 7.0 SP6 onwards.

Component File path Registry path

Server <DRIVE>:\Program Files\Proficy\Proficy HKEY_LOCAL_MACHINE\SOFTWARE\Intellution, Inc.\iHistorian

Historian\x64\Server \Services
f . : o HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\ GE

Collectors — 32 bit E%T_tlgg;gg%iﬂgies (xBE)\GE Digital\< Digital\iHistorian\Services\< COLLECTOR NAME>

Collectors — 64 bit <DRIVE>:\Program Files\GE Digital\< HKEY_LOCAL_MACHINE\SOFTWARE\GE Digital\iHistorian
COLLECTOR NAME> \Services\< COLLECTOR NAME>

OPC DA, OPC AE, iFix, iFix AE <DRIVE>:\Program Files (x86)\GE Digital HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\

Collectors — 32 bit \<COLLECTOR NAME> Intellution, Inc.\iHistorian\Services\< COLLECTOR NAME>

Client Tools <DRIVE>:\Program Files\Proficy\Proficy <None>
Historian\x86\<CLIENT TOOL NAME>

/Alarm Archiver <DRIVE>:\Program Files\Proficy\Proficy HKEY_LOCAL_MACHINE\SOFTWARE\WOW6432Node\
Historian\x86\Server Intellution, Inc.\iHistorian\Services\AlarmArchiver

Help C:\Program Files\Proficy\Proficy Historian =~ <None>
\ProficyDoc

Historian Startup Procedure Overview

This topic contains general instructions about how to install and start up Historian:
1. Design your system architecture.

Decide what collectorsto install on which nodes, what computers to designate as the Historian Server and the
Historian Administrators, whether or not they will be web-based, and how much memory and disk space you can
assign to buffers and archives. Record the computer names of each node.

2. Ensurethat data sources are installed.
3. Set up your Historian environment.

Refer to Setting Up the Historian Environment (page 14).
4. At the server node, insert the Historian DVD and select I nstall Historian.
Follow the prompts for the installation process, selecting either Single Server or Historian Mirror for installation.
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5. Activate your product using the latest Licensing Software at http://digital support.ge.com.

\= Note: To add acomponent, re-run the install and select that component. Do not deselect previously
installed components as they will be uninstalled.

6. Onceyou haveinstalled Historian, re-run the installation to install collectors where needed.

iFIX Collector — Select the Historian iFIX Collector to collect data and the iFIX AE Collector to collect dlarms
and events. When prompted, type in the name of the Historian server as the destination for archived data.

OPC Alarms & Events Collector — To collect data from an OPC AE server, select the OPC AE collector and
when prompted select the name of the OPC AE server.

OPC Data Collector — To collect datafrom an OPC v1.0 or v2.0 server, select the OPC Data collector and
when prompted, select the OPC data collector from the list provided.

Calculation Collector — Toinstall acalculation collector, select it from the list of options and when prompted,
type in the name of the Historian server as the destination for the calculated values.

Server-to-Server Collector — Select the Server-to-Server collector to collect data from one Historian server
("r;Source”) and store it on another ("r;Destination”). When prompted, type in the name of both the source and
destination Historians.

Server-to-Server Distributor — Select the Server-to-Server Distributor to configure tags at the source archiver
and send the tags to a destination archiver. When prompted, type in the name of both the source and destination
Historians.

OSl PI Collector — Select the OSI Pl Collector to collect data from an OS| Pl node and store it in the Historian.
Select the OS| PI Distributor to collect data from the Historian server and store it on an OSI Pl node. When
prompted, type in the name of the OSI Pl and Historian servers.

Simulation Collector - Toinstall, select the Simulation collector from the list of options and when prompted,
type in the name of the Historian server as the destination for the Simulation values.

File Collector - Toinstall, select the File collector from the list of options and when prompted, type in the name
of the Historian server as the destination for importing CSV and XML text filesinto Historian.

Windows Performance Collector: To install, select the Windows Performance collector from the list of
options and when prompted, type in the name of the Historian server as the destination for collecting the
Windows performance counter data.

OPC UA DA Caollector: To collect datafrom any OPC UA 1.0-compliant OPC UA Server, select the OPC UA
DA collector and when prompted, type in the name of the OPC UA and Historian servers.

Cygnet Collector: Select the Cygnet Collector to collect datafrom the Cygnet Server node and storeit in the
Historian. When prompted, type in the Cygnet Site details and the destination Historian. The CygNet ODBC
Driver (Client tools) is prerequisite for the CygNet Collector installation, however, be aware that the CygNet
ODBC Driver does not ship with Historian.

Wonderwar e Collector — Select the Wonderware collector to collect data from the Wonderware node and store
it in the Historian. When prompted, type in the name of the Wonderware source, username, password and the
destination Historian.

OPC HDA Caollector — Select the OPC HDA collector to collect datafrom any OPC HDA 1.2 - compliant OPC
HDA Server. When prompted select the OPC HDA server and type in the name of the destination Historian
server.

ODBC Collector — Select the ODBC collector to collect data from the Wonderware node and store it in the
Historian. When prompted, type in the name of the ODBC source, username, password and the destination
Historian.

7. Restart your computer if prompted to do so.

If your collector services are not configured for automatic start up, manually start them.

8. For the Windows-based Historian Administrator clients, start the Administrator from the Historian Startup Group.

When the Historian Administrator's main screen appears, you are ready to set up archives, collectors, and tagsin the
Data Store Maintenance, Collector Maintenance, and Tag Maintenance screens.

Refer to the Using the Historian Administrator manual for details.


https://digitalsupport.ge.com/communities/en_US/Article/GE-Intelligent-Platforms-Software-Product-Licensing
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= Note: Collectorswill appear in the Historian Administrator only when they are started.

Historian Installation Limitations

With aHistorian install, you are limited to the Historian Administrator, Historian Web Admin Console, and the
Historian Trend Client. If you want to install other clients, use a client-specific install.

Y ou cannot close your current archive with a Historian Mirror Primary Server and Historian Mirror Node installation.
Thisis because closing the current archive introduces archive synchronization risks in amirrored environment. The

restriction is enforced on all Historians, even those not using mirroring.

Y ou cannot use size-based archives with a Historian Mirror Primary Server and Historian Mirror Node installation. This
is because having archives of different sizes introduces archive synchronization risksin amirrored environment. The

restriction is enforced on all Historians, even those not using mirroring.
Running Historian Web Admin/Trend Client in a cluster setup is not supported.

Installing a Single Server Historian

If you are changing the role of a Historian Server that was previously aMirror Node in any other configuration (Single Server

or Mirror Primary Server), you must uninstall Historian first. See Uninstalling Historian (page 44).

Important: The number of alarmsin the Historian Alarm and Events database, and the frequency of new events
being added during the installation affects how long the install takes to complete. For example, aninstall for a system
with 1.5 million alarms can take up to three hours to compl ete.

Toinstall asingle server Historian:

1
2.

Log in to the Windows Server as an administrator.
Start the Historian installation by double-clicking the| nst al | Launcher . exe file.

Thisfileisfound on your 1SO or DVD.

Click the Install Historian link to start the Historian installation.
The Historian Welcome splash screen appears.

Click Next.
The End User License Agreement appears.

Read the license agreement and check Accept.
Click Next.

The Where do you want to install Historian? prompt appears.
Toinstall on the default disk C: \ , click Next.

The Overridethe default Historian data path screen appears.
Click Next to use the default path.

The default Historian Data Path isC: \ Prof i cy Hi stori an Dat a.

On the Choose the type of install you want to perform screen, select Historian Single Server and click Next.
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j) Historian

Choose the type of install you want to perform.

Historian Mirror Primary Server

Historian Mirror Node

The Choose a Password for Built-in Admin account screen appears.

10. Enter the Admin Password and the re-enter the password in the second field to confirm, and then click Next.

= Note: The Password must be at least 6 characters, contain at least 2 numeric characters (0-9), and at |east
3 aphabetic characters (az, A-Z).

The LDAP server astheidentity provider screen appears.

11. Select No (default) and click Next.
The Ready to Install screen appears.

12. Click Install.

The Installing progress bar appears and the install ation proceeds. During the install, a Historian screen briefly appears,
and then the Install Shield wizard appears. A progress bar appears while the software is prepared for install ation and
configuration. The installation process may take some time.

= Note: If you are upgrading from either Historian 6.0 Enterprise or previous releases of Historian 7.2
including any of the service packs, this installation option will remove both Client Manager and Configuration
Manager. Thiswill have no impact on your data or use of Historian unless you intend to run a mirrored
system. Y ou will be prompted by the system and asked if you want to continue with the install. Choosing Yes
will remove Client Manager and Configuration Manager and install a single server architecture. Choosing No
will terminate the installation program.

The Installing Proficy Common Licensing screen appears. A progress bar appears while the licenseisinstalled. This
may take several minutes.

The Historian I nstalling screen with the progress meter reappears. The Historian Trend Client and Historian Web
Admin icons appear on the desktop, as well as the Historian SDK Help and Historian Help icons.

13. Click Exit when the I nstallation Successful screen appears.
The Reboot Required dialog appears.

14. Click Yesto restart your computer.
This may take several minutes.



Getting Started Guide | 30

Installing Historian Single Server Using Command Line

Y ou can make a silent\passive installation of a Historian Single Server using the command line:

1. Open the command-line tool and locate install.exe in the Historian folder on your install disk.
2. Runinstall.exe using flags and arguments, as described in Install Command-Line Syntax (page ).

install.exe [-q] [-quiet] [-s] [-silent] [-passive] HistorianCnd=StandAl one
Hi st Admi ni st rat or Passwor d=Gei 321itc

E Note: After the silent install, you must restart your computer manually.

Single Server Historian Architecture

This diagram shows the components of a single-server Historian system.

HTTPS Based Clients
Historian Trend Client

O (o]
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2
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[ |
-
All Historian Clients(read & write): Collectors, Excel Add-in, PlantApps, SCADA R EST Se rvices

Historian API l Historian API

Historian API Historian API

Port 14000 Port 14000

Alarm
Archiver

Primary Node Archives [*.iha)

About Historian Log Files

Log files are created after you start historian for the first time. When you start collection, the Historian server creates an
archive. It places archivefilesin the Archives folder specified during installation. By default, thisisC: \ Hi st ori an Dat a
\ Ar chi ves on Windows operating systems. All fileswith the. | HA extension are Archive datafiles. The file with the .IHC
extension contains configuration information.

The Archiver and collectors place log filesin the Logf i | es folder. By default, thisisC: \ Hi st ori an Dat a\ LogFi | es
on Windows operating systems. The Archiver producestwo log files, a DATA ARCHI VER- XX. LOGfile and a DATA
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ARCHI VER. SHWfile. Each collector also produces two log files. For example, the Simulation Collector produces thesefiles:
SimulationCollector-01.log and Si mul ati onCol | ect or. shw.

You can view log files using Notepad or any other text editor. The . LOGfile shows events, warnings, and errors produced by
the Archiver during operation; the . SHWfile shows current configuration information that applies to the Historian Server.

Installing Historian using the Command Line

Y ou can install Historian using the command line. The command-lineinstall functionality allows you to generate an output
template/answer file. Thisfile contains all the necessary properties for an installation. The generated file can then be consumed
as an input file for further installations requiring the same properties. (The input file consumed should never be generated from
scratch.) Input template/answer files can be used in conjunction with si | ent or passi ve install flags.

For example, if you want to produce a template/answer file for a Historian Server installation with specific options, you can do
the following:

¢ Invokethe installer, specifying that an output template be generated.

« Gothrough theinstaller Ul, selecting all your desired options, up until the last screen before installation (the screen that
reads “You areready to install”.). At this point, the template/answer file is generated, whether you proceed with the
software install or not.

¢ Usethe generated file as an input template/answer file for another Historian Server installation where you want to use the
same specified options.

To run the installer from the command line:

1. Open the command-linetool and locatei nst al | . exe intheHi st ori an folder on your install disk.
2. Runinstall.exe using flags and arguments, as described in Install Command-Line Syntax (page 31).

install.exe <argunent>=<value> [-q] [-quiet] [-s] [-silent] [-passive]
Hi st ori anCnd=St andAl one Hi st Adni ni st r at or Passwor d=Gei 321itc

Install Command-Line Syntax (page 31)
Install Command Examples (page 32)

Install Command-Line Syntax

Command-line Syntax

instal|.exe <argunment>=<value> [-q] [-quiet] [-s] [-silent] [-passive]

Arguments
Argument Description
Root Dri ve The drive letter where the Historian Server binary files will be installed.
Dat aPat h The disk path where the Historian data files will be stored.
H st Adni ni st rat or Passwor d The password for the built-in admin account.
/Aut oMet hod This can be either LDAP or UAA.
LdapServer Ur | | dap: // {LDAP Server hostname or |P address}: 389
Ldap_Aut hent i cat i onMet hod The LDAP Authentication Method is only Sear chAndBi nd enabled.

LdapSear chBi ndSer vi ceAccount PasEemassword for the LDAP Search And Bind account being used.
LdapSear chBi ndSer vi ceAccount Dn The LDAP Search And Bind Distinguished Name.

LdapSear chBi ndSear chBase The LDAP Search And Bind Search Base.

LdapSear chBi ndSear chFi | ter The LDAP Search And Bind Search Filter.

LdapG oups_Hi st ori anVi zAdnmi n  The Distinguished Names of LDAP groups members of which will have hi stori an_vi sual i zati on. adnin
scope.

LdapG oups_Hi stori anVi zUser The Distinguished Names of LDAP groups wgise members will have hi storian_vi sual i zati on. user scope.
LdapG oups_Hi st ori anRest Api ReadThe Distinguished Names of LDAP groups whose members will have hi st ori an_r est _api . r ead scope.

LdapG oupSear chBase Defines the part of the directory tree under which group searches should be performed.

LdapG oupSear chFi | t er An LDAP Groups Search Filter, which defines the matching criterion for group membership search for user. Use
{0} to denote user name.

LdapG oupMaxSear chDept h An LDAP Groups Maximum Search Depth, which determines how many levels deep the UAA searches for
nested groups to determine user’s group membership.

LdapG oupSear chSubt r ee The LDAP Groups Search Subtree flag, which determines whether UAA searches the sub-tree of the LDAP
base.

LdapMai | Attri but eName The LDAP attribute that contains a user’'s primary email address. The default is mail.
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Output Template Flags and Arguments

The/t flag directstheinstall to generate atemplate/answer file. Thisis a human-readable XML file with the desired
configuration options. It is populated with user information. Thefileis aways placed in thet enp directory, defined by the
% enp%environment variable.

The Tenpl at eQut put Di r ect ory argument is optional. If it isused, then the file is also deposited at the specified location,
in addition to thet enp directory.

Thetemplate fileisnamed t enpl at e_Hi stori an. xm .
Syntax:

/'t Tenpl at eQut put Di rect ory=<t enpl at e-out put-file-locati on>

Input Template Flags and Arguments

The/ ¢ flag directs the install to consume atemplate/answer file at the specified location. Thisis a human-readable XML file
with the desired configuration options. It is populated with user information.

Command-line parameters always supersede or override template-provided parameters.
Syntax:

/c Tenpl at el nput Fi | e=<t enpl ate-i nput-file-Ilocation>

Silent and Passive Flags
-q, -quiet, -s, -silent

Using either of these flags directsthe install to progress silently, with no Ul whatsoever.
- passi ve

Thisflag directs the install to show progress via the Ul and then disappear upon install completion, regardless of whether the
install has succeeded or failed.

Install Command Examples

Install Historian with an LDAP Authentication Configuration

This example shows how to install Historian with an LDAP Authentication configuration:

Install.exe -s Hi stAdm ni stratorPassword=H st Adm n Aut hMet hod=LDAP
LdapServer Url =l dap://3.4.5. 6: 389

LdapSear chBi ndSer vi ceAccount Passwor d=| dapPass

Ldap_Aut henti cat i onMet hod=Sear chAndBi nd

LdapSear chBi ndSer vi ceAccount Dn=" CN=Admi nUser, CN=User s, DN=ge, DN=conf'
LdapSear chBi ndSear chBase="DC=t est , DC=ge, DC=con{'

LdapSear chBi ndSear chFi | t er =" CN={ 0} "

hi st ori an_dbpwd=GE

LdapG oups_Hi st ori anVi zAdm n="CN=t est user 1, CN=User s, DN=ge, DN=cont'
LdapG oups_Hi st ori anVi zUser =" CN=t est user 2, CN=User s, DN=ge, DN=cont'
LdapG oups_Hi st ori anRest Api Read="CN=t est user 3, CN=User s, DN=ge, DN=cont'
LdapG oupSear chBase="DC=t est , DC=ge, DC=con{'

LdapG oupSear chFi | t er =" menber ={ 0} "

LdapG oupMaxSear chDept h="1"

LdapG oupSear chSubt ree="t rue"

Generate a Template File
This example shows how to generate atemplate file:

Install.exe /t Tenpl at eQut put Di rect ory="C: \ User s\ User 1\ Deskt op"
Hi st Adm ni st rat or Passwor d=Hi st Adni n

Aut hivet hod=LDAP

LdapServer Url =l dap: // 3. 4.5. 6: 389
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LdapSear chBi ndSer vi ceAccount Passwor d=I dapPass

Ldap_Aut henti cat i onMet hod=Sear chAndBi nd

LdapSear chBi ndSer vi ceAccount Dn=" CN=Admi nUser, CN=User s, DN=ge, DN=cont
LdapSear chBi ndSear chBase="DC=t est , DC=ge, DC=con{'

LdapSear chBi ndSear chFi | t er =" CN={ 0} "

hi st ori an_dbpwd=GE

LdapG oups_Hi st ori anVi zAdm n="CN=t est user 1, CN=User s, DN=ge, DN=cont'
LdapG oups_Hi st ori anVi zUser =" CN=t est user 2, CN=User s, DN=ge, DN=cont'
LdapG oups_Hi st ori anRest Api Read="CN=t est user 3, CN=User s, DN=ge, DN=cont
LdapG oupSear chBase="DC=t est , DC=ge, DC=con{'

LdapG oupSear chFi | t er =" menber ={ 0} "

LdapG oupMaxSear chDept h="1"

LdapG oupSear chSubt ree="t rue"

Install with a Generated Template File
The example shows how to install Historian using a generated template file:

Install.exe /c Tenpl atel nputFile="C:\Users\User 1\ Desktop\tenpl ate_Hi storian. xm"

Installing Historian in a Mirrored Environment

1. Seelnstaling Historian Mirror Primary Server (page 33).
2. Seelnstaling Historian Mirror Node (page 35) or Installing Historian Mirror Node using the Command Line (page

37).
Installing Historian Mirror Primary Server

Toinstall Historian in amirrored environment, first install the primary server:

1. Login tothe Windows Server as an administrator.
2. Start the Historian installation by double-clicking the I nst al | Launcher . exe file.

Thisfileisfound on your ISO or DVD.

3. Click theInstall Historian link to start the Historian installation.
The Historian Welcome splash screen appears.

4. Click Next.
The End User License Agreement appears.

5. Read the license agreement and check Accept.
6. Click Next.

The Where do you want to install Historian? prompt appears.
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10.

11

12.

13.

j) Historian

Choose the type of install you want to perform.

Historian Single Server

Historian Mirror Primary Server

Historian Mirror Node

Toinstall on the default disk C: \ , click Next.

The Override the default Historian data path screen appears.
Click Next to use the default path.

The default Historian Data PathisC: \ Prof i cy Hi stori an Dat a.

On the Choose the type of install you want to perform screen, select Historian Mirror Primary Server and click
Next.

The Choose a Password for Built-in Admin account screen appears.

Enter the Admin Password and the re-enter the password in the second field to confirm, and then click Next.

= Note: The Password must be at least 6 characters, contain at least 2 numeric characters (0-9), and at least
3 aphabetic characters (a-z, A-Z).

The LDAP server astheidentity provider screen appears.
Select No (default) and click Next.
The Ready to Install screen appears.

Click Install.

The Installing progress bar appears and the installation proceeds. During the install, a Historian screen briefly
appears, and then the Install Shield wizard appears. A progress bar appears while the software is prepared for
installation and configuration. The installation process may take sometime.

The Installing Proficy Common Licensing screen appears. A progress bar appears while the licenseisinstalled.
This may take several minutes.

The Historian Installing screen with the progress meter reappears. The Historian Trend Client and Historian Web
Admin icons appear on the desktop, as well as the Historian SDK Help and Historian Help icons.

Click Exit when the I nstallation Successful screen appears.
The Reboot Required dialog appears.

14. Click Yesto restart your computer.
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This may take several minutes.

Installing Historian Mirror Primary Server Using the Command Line

: Y ou can make a silent\passive installation of a Historian Primary Mirror Server using the command line.
1. Open the command-line tool and locate install.exe in the Historian folder on your install disk.
2. Runinstal.exe using flags and arguments, as described in Install Command-Line Syntax (page ).

install.exe [-q] [-quiet] [-s] [-silent] [-passive] H storianCnd=Hi stori anCore
Hi st Admi ni st rat or Passwor d=CGei 321itc

= Note: After the silent install, you must restart your computer manually.

Installing Historian Mirror Node

See Installing Historian Mirror Primary Server (page 33).
Install your Historian Mirror Primary Server before you install the Mirror node.

e After installing your Mirror, the Mirror node will not have a Configuration Manager or the Embedded Web Services.
These are only included on the Primary node and are shared by Mirror nodes.

« The configuration setting of the mirror node should be the same as the primary node. This includes activating the same
License Key on the mirror node as the primary node.

¢ Primary and secondary nodes should be in a domain. This setup will not work on the work group.
e Historian Global Security (strict client and collector authentication) should be disabled.

e |f the primary node is down, new tags cannot be added using the secondary node because the Configuration Manager is
down.

» Ensure that the mirror node has the same drive name as that of the primary node for the archive files, buffer files, and the
log files.

For more information on how to configure a mirror node, refer to Historian Administrator Console.
Toinstall the Historian Mirror node:

1. Login tothe Windows Server as an administrator.
2. Start the Historian installation by double-clicking the I nst al | Launcher . exe file.

Thisfileisfound on your 1SO or DVD.

3. Click thelnstall Historian link to start the Historian installation.
The Historian Welcome splash screen appears.

4. Click Next.
The End User License Agreement appears.

5. Read the license agreement and check Accept.
6. Click Next.

The Where do you want to install Historian? prompt appears.


unique_53
unique_53
unique_53

Getting Started Guide | 36

Choose the type of install you want to perform.

Historian Single Server

Historian Mirror Primary Server

Historian Mirror Node

7. Toinstall onthedefault disk C:\, click Next.
The Overridethe default Historian data path screen appears.

8. Click Next to use the default path.
The default Historian Data Path isC: \ Prof i cy Hi stori an Dat a.

9. Onthe Choosethetype of install you want to perform screen, select Historian Mirror Node and click Next.
The Choose a Password for Built-in Admin account screen appears.

10. Enter the Admin Password and the re-enter the password in the second field to confirm, and then click Next.

= Note: The Password must be at least 6 characters, contain at least 2 numeric characters (0-9), and at least
3 alphabetic characters (a-z, A-Z).

The LDAP server astheidentity provider screen appears.

11. Select No (default) and click Next.
The Ready to Install screen appears.

12. Click Install.

The Installing progress bar appears and the installation proceeds. During the install, a Historian screen briefly
appears, and then the Install Shield wizard appears. A progress bar appears while the software is prepared for
installation and configuration. The installation process may take sometime.

The Installing Proficy Common Licensing screen appears. A progress bar appears while the licenseisinstalled.
This may take several minutes.

The Historian I nstalling screen with the progress meter reappears. The Historian Trend Client and Historian Web
Admin icons appear on the desktop, as well as the Historian SDK Help and Historian Help icons.

13. Click Exit when the I nstallation Successful screen appears.
The Reboot Required dialog appears.
14. Click Yesto restart your computer.

This may take several minutes.
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Installing Historian Mirror Node using the Command Line

You can install aHistorian Mirror node using the command line. This allows you to install silently or passively.
To run theinstaller from the command line:

1. Open the command-linetool and locatei nst al | . exe intheHi st ori an folder on your install disk.

2. Runinstall.exe using flags and arguments, as described in Install Command-Line Syntax (page 31).

install.exe [-q] [-quiet] [-s] [-silent] [-passive] Hi storianCnd=mrror
\5 Note: After thesilent install, you must restart your computer manually.

Archive Duration Property Change in a Mirrored Environment

When the Archive Duration property is changed in amirrored environment, the changes will take effect after atime gap of 15
minutes.

Mirroring FAQs

*  What happens when a node that was down comes back? Does the data written to one get synched to the other?

Thereis no automatic synching. If anode is down, the information to be written is buffered by the Client Manager, or
if the Client Manager is down, it is buffered by the collector. When the node comes back, datais written to the data
archiver.

e Thereisonly one Configuration Manager on the primary node. Can | till do configurationsif the primary node goes
down?

No. If the Configuration Manager is not available, you can read configurations, as the collectors know about the tag
information, but you cannot edit or modify configurations.

¢ |Isthe Configuration Manager a single point of failure?

Yes. If the primary node goes down, you cannot edit configurations but, since information about the configuration is
stored in the registry of each client, theinformation is still available for reads and writesin the event of a primary node
failure.

* What happensif one mirror crashesin the middle of aread/write request?

This operation continues to function in the same way asin prior releases. The Client Manager holds a copy of the
message request; once the node comes back, the write operation resumes. Any read request that is sent will fail if the
node goes down during the read.

e The server where my primary nodeisinstalled is down. What is the expected behavior?

The Web Admin and Web Trend Tool will not be available; you can look up tag configuration on the Historian
Administrator (Windows), but you will not be able to edit tag configuration information. All other existing clients
should continue to work as expected, with the ability to collect and store data, search for tags, trend and report on tag
information. A new user connection with default Historian server set to primary must connect to the primary node to get
information about all the mirrors before it gains the ability to automatically failover to mirror when the primary nodeis
down.

¢ The Client Manager on the primary node is down, but the server isrunning. What is the expected behavior?

The Web Admin and the Web Trend Tool along with all other existing clients will work as expected with the ability

to do configuration changes, collect and store data, search for tags, trend and report on tag information. A new user
connection with default Historian server set to primary must connect to the primary node to get information about all the
mirrors before it gains the ability to automatically failover to mirror when the primary node is down. .

« One of the data archiversis down, but at least one is active. What is the expected behavior?
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The system should continue to function as designed. The Web Admin, Web Trend Tool, and Historian Administrator
(Windows), as well as other clients should continue to work as expected, with the ability to collect and store data, search
for tags, trend and report on tag information.

« |f there are calculated tags on a multi-node system, are the calculations done on all nodes?
Yes.

e AreHistorian tag stats created independently? Can they be different between different nodes?

Yes. These are queries, not tags, to a specific Data Archiver. Aswrites are independent, one Data Archiver may be
ahead of another, so the stats may vary slightly.

« How do we ensure that the data is consistent across data archivers?
Tag information is consistent; there is only one tag. The time stamp and value are sent to all mirrors.

¢ Arethere specific log files that | should be looking for to help diagnose issues with mirror failure modes?

No changes were made to the logs for data archiver; however, there are new log files for Client Manager and Config
Manager.

e Therearenow two*. i hc files: *confi g. i hc and*Cent ral Confi g.i hc. What is the difference between the two?

*Cent ral Confi g.i hc istheoveral master config used by the Configuration Manager. The*confi g. i hc isused

by the Data Archiver and is generated from * Cent r al Confi g. i hc. Thiswas done to maintain consistency between
Historian versions. To maintain configurations between versions or Historians, refer to Reusing an archive configuration
filein the Historian eBooks.

e With mirroring, is Microsoft Cluster Server still supported? What is the recommended approach?

Mirroring is offered as a Microsoft Cluster Server replacement as an HA offering for Enterprise Historian. Running in
MCS has not been tested nor validated to date with mirrored Historian systems.

e Must SQL Server beinstalled in a system with mirrors?

No. SQL Server isonly required for AEDB.
* How does mirroring work with SQL AE logging?

Thereis still an alarm archiver; it doesn't go through the Client Manager, so it talks to SQL as before.
¢ How does AE fit with their synching?

There is one database, so everyone talks to the same SQL database. Y ou can cluster the database, but that is separate
from mirroring.

¢ How does mirroring work in awaorkgroup environment or non-domain?
Mirroring is not supported in Workgroups.

« Arethere any issues when making changes in the Historian Administrator and a mirrored system?

Y ou must establish amirror using the Historian Web Admin Console, but compatibility with all APIs has been
maintained. Therefore, you can make tag changesin either the Web Admin or the VB Windows Admin, and those
changes will show up in both Admins.

¢ Arethere any plansto add more than three mirrors?

No performance benefits have been seen beyond three mirrors.

« Do redundant collectors behave differently in mirrors?

No, there should not be any difference in behavior.

e Arethere any conflicts when using Port 14000 for Historian to Historian communications? For example, Site to
Corporate?

No. Client Manager is now on Port 14000, Data Archiver is on Port 14001, and the Configuration Manager is on Port
14002.

« If load balancing uses round robin reads, does the cache need to be loaded separately on both machines, and will it
decrease performance?
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It does require more memory. The Client Manager makes the decision on where to send the messages, and it knows
about configuration. There is some overhead, but it is overcome by having multiple data archivers to service multiple
reguests. That iswhy thereisa 1.5X improvement with two mirrors, instead of 2X.

Arethere any additional considerationsif Mirroring is being used with other GE apps like Workflow or Plant Apps?
No, it still looks like one Historian to other outside systems.
Is the store and forward feature also used in mirroring?

Yes. Thisisafeature of the Collector and is independent of mirroring. Once the message is given to the Client Manager,
itisdone. If the Client Manager can't reach one of the Data Archivers, it buffers the request until the Archiver is
available.

In amirrored environment, do existing queries and reports work the same?

Y es. Everything works the same as it did before. It seesit as a single Historian and communicates over the same ports
through the same API.

Does the Historian OPC HDA server still work in amirrored environment?
Yes.
If datais being written to two Data Archivers, does this double the traffic from the collector?

No. It does not double traffic from the collector; it sends a single message to the Client Manager. The traffic is doubled
between the Client Manager and the two Data Archivers.

Installing Historian with LDAP Integration

Before installing Historian with LDAP integration, make sure you have an LDAP server set up. For Historian, thisisa
Windows domain controller or an Active Directory server.

On your domain (or Active Directory), create users and groups as usual. In order for Historian’s User Authentication and
Authorization server to log usersin, you also need to identify an attribute in your LDAP schema that can be used as the user
name in Historian. This attribute needs to be able to uniquely identify each user. In addition, as Historian user names cannot
contain space, values of this attribute should not contain space either. Typically, sAMAccount Name or user Pri nci pal Name
meet these conditions in an LDAP directory backed by Windows Active Directory. By default, the sAMAccount Nane is used
in the Search Filter, but this can be modified during your Historian installation.

1
2.

Log in to the Windows Server as an administrator.
Start the Historian installation by double-clicking the nst al | Launcher . exe file.

Thisfileisfound on your SO or DVD.

Click the Install Historian link to start the Historian installation.
The Historian Welcome splash screen appears.

Click Next.
The End User License Agreement appears.

Read the license agreement and check Accept.
Click Next.

The Where do you want to install Historian? prompt appears.
Toinstall on the default disk C: \ , click Next.
The Overridethe default Historian data path screen appears.
Click Next to use the default path.
The default Historian Data PathisC: \ Prof i cy Hi st ori an Dat a.
On the Choose the type of install you want to perform screen, select Single Server and click Next.
The Choose a Password for Built-in Admin account screen appears.
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10. Enter the Admin Password and the re-enter the password in the second field to confirm, and then click Next.

= Note: The Password must be at least 6 characters, contain at least 2 numeric characters (0-9), and at least
3 aphabetic characters (a-z, A-Z).

The LDAP server astheidentity provider screen appears.
11. Select Yesand click Next.

TheProvidethe URL for the LDAP server screen appears.
12. Typethe URL inthe LDAP Server URL text box

The URL should begin with| dap: // or | daps://.

= Note: Be sure to append the port number (configured for your LDAP protocol) to the | P address (for
example, | dap: //192. 168. 0. 1: 389,I daps://192. 168. 0. 1: 636).

13. Click Next.
The Please enter detailsfor search and bind authentication screen appears.

@] Historian
e

Please enter details for search and bind authentication:

Service Account DN: CN=testuser0,CN=Users,DC=test,DC=ge DC=com
Service Account Password: EECTLETTETETT

Confirm Password: ssecsscssee

Search Base: DC=test,DC=ge,DC=com

Search Filter: sAMAccountName={0}

Mail Attribute Name: mail

Previous

“Search and Bind” meansto search for users with afilter, typically " sAMAccount Nane={ 0} " for Windows Active
Directory. Note that the default value for Search Filter is set to "sAMAccountName={0}" and " Mai | Attri bute
Nane" defaultsto " mai | ", which you can leave asis. As an alternative to sAMAccount Name, you may choose to use
user Pri nci pal Name instead.

14. Typethe appropriate entriesin the Service Account DN, Service Account Password, Confirm Password, and Sear ch
Basetext fields, and click Next.

The Specify Distinguished Names of LDAP Groups mapped to each UAA scope screen appears.
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Historian

Please specify Distinguished Names of LDAP groups mapped to each UAA
scope (use semicolons to separate DNs):

WEAGUERRTETEIFE G IE:LNHE  CN=ScimGroup,CN=Users DC=test, DC=ge DC=com
historian_visualization.user: CN=ScimGroup,CN=Users,DC=test,DC=ge,DC :conﬂ

historian_rest_api.read:

Previous

In this screen, you configure how LDAP groups are mapped to three UAA scopes that you create. Y ou can use tools
such as ADExplorer from Microsoft to find out the full DN of a group. Y ou can assign a scope to multiple LDAP
groups, enter them together, separately by semicolon, in the field corresponding to the scope. If you leave any of them
blank, it means that you are not associating any LDAP groups to the corresponding scope.

15. Type the appropriate entriesin the historian_visualization.admin, historian_visualization.user, and
historian_rest_api.read scope fields and click Next.

The Specify how searchesfor users' LDAP group member ship should be conducted screen appears.
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o

) Historian

Please specify how searches for users' LDAP group membership should
be conducted:

Search Base: DC=test,DC=ge DC=com
Search Filter: member={0}

Max Search Depth: 1
Search Subtree:

Previous Next

This screen determines how a LDAP user account's LDAP group membership is determined. In the example shown
in the screen, you are finding groups with the menber attribute, which contains the user's common name. If M ax
Search Depth is set to 1, there is no search for nested groups. If Max Search Depth is set to avalue greater than 1,
then searching in nested groups is enabled.

= Note: Use semicolons to separate DNs. If you leave any of them blank, then you are not associating any
LDAP groupsto the corresponding scope.

16. Type the appropriate entriesin the Sear ch Base, Sear ch Filter, and Max Search Depth text fields, and make sure the
Sear ch Subtree box is checked, and click Next.

The Ready to Install screen appears.

17. Click Install.

The Installing progress bar appears and the installation proceeds. During the install, a Historian screen briefly appears,
and then the Install Shield wizard appears. A progress bar appears while the software is prepared for installation and
configuration. The installation process may take some time.

= Note: If you are upgrading from either Historian 6.0 Enterprise or previous releases of Historian 7.2
including any of the service packs, this installation option will remove both Client Manager and Configuration
Manager. Thiswill have no impact on your data or use of Historian unless you intend to run a mirrored
system. Y ou will be prompted by the system and asked if you want to continue with the install. Choosing Y es
will remove Client Manager and Configuration Manager and install a single server architecture. Choosing No
will terminate the installation program.

The Installing Proficy Common Licensing screen appears. A progress bar appears while the licenseisinstalled. This
may take several minutes.

The Historian Installing screen with the progress meter reappears. The Historian Trend Client and Historian Web
Admin icons appear on the desktop, as well as the Historian SDK Help and Historian Help icons.
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18. Click Exit when the I nstallation Successful screen appears.
The Reboot Required dialog appears.

19. Click Yesto restart your computer.
This may take several minutes.

Configuring Historian to use LDAP via SSL

When you log into either the Web Trend Client or Web Admin of Historian 7.2, a username and password are entered and
need to be validated by the LDAP server. Historian needs to send the username and password entered on the login page to the
LDAP server. This must be done securely by encrypting those credentials and sending to the intended LDAP server.

The following two methods configure the UAA server to communicate via LDAPs (LDAP via SSL). In both methods, after
theinstall you must manually change the UAA. ymi file to complete the configuration.

Important: Do not change any other aspects of this file unless instructed by GE. Unauthorized modifications
may impact the operation of your software and violate the terms of your GE Support Agreement.

The following methods assume:

e You have an LDAP server that islistening for LDAPs communications.
* You entered the URL to reach the server.

The UAA server, like any LDAPSs client, gets a certificate when it connects to an LDAP server via SSL. The following two
configuration methods differ in what happens at that point.

Although you know the URL that you used to reach the server, to prove you are connected to the intended server, compare
the certificate received against the expected certificate. Each LDAP server has a unique certificate containing its name and
public key.

Method 1: Add the Certificate to the UAA Server Keystore and Refer to It

This method is the most secure because it gives both encryption of network traffic and the highest assurance of
communicating with the LDAP server you desire.

Y ou store the expected server certificate in a password protected binary keystore file. The ability to change the keystoreis
password protected. This prevents someone from modifying the expected server certificate to match a malicious imposter
LDAPs server.

1. Export the server certificate in DER format. The exact steps differ depending on what LDAP server you are using.

For the Active directory, use the Certificates Snap In. In this example, assume you exported to | daps- publ i c-
der. cer

2. Import the certificate into the keystore file used by the UAA server:
a. At the command prompt, change the directory to the location of the keystore file. Typically, thisis:
c:\Programfiles\CGE Digital\H storian Enbedded Wb Server\ conf
e When prompted for a password, enter the word password.
« When asked, Do you want to trust this certificate? pressy (to enter yes).

b. Locatethekeyt ool . exe file on the machine with the Historian Embedded Tomcat Container service. Use that
full path name in this command line:

C.\ Program Fi | es\ Java\ % AVA HOVE% bi n\ keyt ool . exe" -inport -alias Idaps -file
| daps- publ i c-der.cer -keystore keystore

c. When prompted for a password, enter the word passwor d.
d. When asked Do you want to trust this certificate?, type the letter y (to enter yes).

3. Configure the UAA. YM. file (typically found in C: \ Program Fi | es\ GE Di gi t al \ UAA) to refer to that certificate by
the alias name you gave during import.



Getting Started Guide | 44

Thefollowing example, uses| daps:

| dap:

ssl:

ski pverification: false
ssl CertificateAlias: |daps

4. Restart the Historian Embedded Tomcat Container service and try logging into the Trend client
Method 2: Skip Certificate Verification (less secure)

If you do not have access to the certificate for the LDAP server, this method still provides you with encrypted
communications. Y ou must ensure that you are communicating with the intended LDAP server, which you provided in your
URL. If that gets maliciously redirected, then you could be talking to a different server.

1. IntheUAA. YM file (typically found in C: \ Program Fi | es\ GE Di gi t al \ UAA), set the skipverification to true as
shown in the following example:

| dap:
ssl:
ski pverification: true

2. Restart the Historian Embedded Tomcat Container service and log in to the Trend Client or Web Admin.

Uninstalling Historian

Uninstalling Historian removes al saved Favorites from your Trend Client and all Users and Scopes you created. To

keep these and other configurations on an upgrade, do not uninstall Historian unless you are changing server roles as
previously described. If you must uninstall Historian on an upgrade, you can Export your favorites and save your data and tag
configuration files for future use.

For information on uninstalling OPC Data Collectors, refer to the Modifying and Uninstalling OPC Collectors section of the
Historian Data Collectors manual .

1. Touninstall Historian from your computer:

a. Double-click the Programs/ Uninstall a Program link in the Control Panel.
b. Select Historian and click Uninstall.

= Note: Historian archives are not removed by default. If you need to remove them, delete the
folder manually.

A progress meter appears, showing that the software is being uninstalled. This may take some time.
To abort the uninstall, click Cancel.

2. Toremove al related software from your computer:

a. Double-click the Programs/ Uninstall a Program link in the Control Panel.
b. Select Proficy Common Licensing, and click Uninstall.

Installing Historian in a Cluster Environment

Installing Historian in a Cluster Environment

Historian works with the Microsoft Cluster Service Manager to ensure high availability of the Historian server. If the primary
Historian node in the cluster experiences difficulties, Historian is automatically started on another node to take over. Server
high availability is managed through the Microsoft Cluster Service Manager.
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Read the Important Product Information document and verify that all the prerequisites are properly installed.

Configure afailover cluster in Windows Server 2008 R2. For more information, refer to Configuring Clusters section in
Using Historian Administrator.

To use Historian Alarms and Eventsin a cluster environment, select the appropriate SQL Server for both the Cluster
Nodes.

In Windows, go to All Programs—Administrative Tools—Failover Cluster Manager on any of the cluster nodes and
make it the primary node.

Install Historian on that node.

Change the Historian Data path to the Cluster Shared Disk.

Enter valid SQL Server details.

Complete the Historian install ation.

After installing Historian on Cluster Nodel, repeat steps from 1 to 5 for Node 2.

Configuring Historian Cluster Service on Windows Server 2008 (page 45)

Configuring Historian Cluster Service on Windows Server 2008

Complete al of the following tasks to configure Historian Cluster Service.

Adding User-defined Resource Types to the Cluster Instance

If Failover Clustering is enabled on a machine, the Historian install will register two user-defined resource typesin the
cluster.

To ensure that the user-defined resource types are added to the cluster instance:

1

In Windows, go to All Programs—Administrative Tools—Failover Cluster Manager.

2. Right click the cluster instance and select Properties:
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HISTCLUSTER.test.net Properties B x

‘General Resource Types | Cluster Permissions |
To add a resource type to this cluster. click Add.

Default cluster resource types:

Display Name | Name |a
%% DFS Replicated Fol... DFS Replicated Folder

31 DHCP Service DHCP Service

', Distributed Fie Syst... Distributed File System
.-+ Distrbuted Transac... Distributed Transactio.
(ii)) File Server File Server

(i, File Share Quorum ... File Share Witness
("3 Generic Application  Generic Application
1l Generic Script Genenc Script

¥ Generic Service Generic Service :.'
User defined resource types: __Properties |
Dsplay Name | Name =

[*"] Histonan Histonan ——ee

[*] NamArchiver AamArchiver Remove |

[ ok | coce | ey |

3. If the Historian User defined resour ce types are not available, click the Add button.

Select [ Hi storianlnstal | Dir]/x64/ Server/ Hi storian.dl | astheresource DLL with Hi st ori an and
Al ar mAr chi ver as both the resource type names and display names.

Adding Historian Service to the Cluster

1. IntheFailover Cluster Manager, right-click the cluster instance, and choose M or e Actions—Cr eate Empty Service
or Application..
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B2 Failover Cluster Manager

Fle Acton View Hep
&> m @m _
Efmmww Services and applications Recent Qluste
E & ETG.USTEL&SLMI
® g Nod Configure a Service or Appicaton... | Type | Curent Owner | 2
4 Storage Vrtual Machines. .. »
® 43 Networks :
(1] Custer even T € Create Empty Service or Appication ) [
view >
Refresh
Help
I e
N & oo

Rename the newly created, empty service. For example: Hi st ori an.
Right-click the Hi st ori an empty service and choose Add a resource—M or e resour ces—3 - Add Historian.

Right-click the Hi st ori an empty service and choose Add a storage.
Create the | P address and network name that allow access to a clustered Historian instance regardless of the actual node

the Historian server resides on.

a. Right-click theHi st ori an empty service and choose Add a resour ce—1 - Client Access Paint.
b. Enter the |P Addressthat will be used for clustered Historian.

. Add Historian resource dependencies:

a. Right-click Propertiesonthe New Historian resource in the Historian service summary list.
b. Click the Dependenciestab and add all three resources as dependencies to New Historian.
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Y ou can now bring the Historian service online.

Adding Alarm Archiver Resource to the Cluster

1. Right-click theHi st ori an empty service and choose Add a resour ce—Moreresources—1 - Add Alarm Archiver.
2. Right-click Properties on the New Alarm Archiver resource in the Historian service summary list.
3. Click the Dependencies tab and add New Historian as a dependency.

Disk Drives
) € Cluster Disk 4
B ‘General  Dependencies | Policies | Advanced Policies | Propettes |
i Specify the resources that must be brought online before this resource
Eﬁm be brought online:
{7 New Historian [ AND/OR | Resource
[ New Historian

It should now be possible to bring the Alarm Archiver service online.

|;?V| Note: he Alarm Archiver resource does not require other dependencieslike d ust er Di sk and | P
Addr ess.

Configuring Generic Services
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To configure Client Manager, Configuration Manager, Diagnostic Manager, Historian Embedded PostgreSQL Database,
Historian Embedded Tomcat Container, and Historian Indexing Service, you must configure them as Generic Servicesin the
Failover cluster as shown below:

T Matonan @F\m Oher I " MRNCAAED. iRyanny Virtual Machs
3 Smpaon T Croste Empty
T Vi
(@ | Add File Share e
! G Refresh
7 | Move ¥ Help
@ Change Startup Priority * I
<] (] _ >l.m
% S 1 StatRole
[4] | Show Critical Events
v %m ! es: Amoode || (3 Stop Role
<% | Add Storage o
Nome [® T Acd Resource [ 3] | crentiAccess Point
Sorage B3 | More Actions » Genenc Apphication
& :!0‘-.“2 x I 1 Genenic Scnpt
Server Name - T IGtthM: I
% & Name HistCust? e “'f‘y' — | More Resources *|

Begin with configuring the Client Manager Resource Dependency, and then repeat the steps for the Configuration Manager,
Diagnostic Manager, Historian Embedded PostgreSQL Database, Historian Embedded Tomcat Container and Historian
Indexing Service.

1. Right-click Propertieson the Client Manager resource in the Historian service summary list.

2. Click the Dependenciestab and add the | P Address dependency:

Registry Replicat
| Policies
Specify the resources that must be brought online before this resource can

be brought online:

> [1P Address 70.168.1.44 v]
AND HistClust7
AND Cluster Disk 2 |

%* |Click here to 2add a dependency

3. Click Apply and click OK.
4. Right-click Properties on the Client Manager resource in the Historian service summary list.
5. Click the General tab and select the Use Network Name for Computer Name option:
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| Advanced Policies [ Registry Replication
General [ Dependencies | Pokcies
% Name: [Historian Gient Managerix64) |
Type: Genenic Service
Status: Online
Service name: | IHCientManager_x64
Startup parameters: |
[w] Use Network Name for computer name

6. Click OK.

7. Repeat the stepsin this procedure for the Configuration Manager, Diagnostic Manager, Historian Embedded
PostgreSQL Database, Historian Embedded Tomcat Container and Historian Indexing Service.

Y ou can now bring the Historian service online:
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Name Status Type Owner Node
775 Historian (®) Running Other W2K125YS2
<| m |
v S Historian
Name Status
Storage
# &1 Cluster Disk 2 (®) Oniine
Server Name
® 0% Name: HistClust? (#) Oniine
Roles
+ =, Historian Client Manager{x64) (#) Oniine
# - Historian Configuration Managerix64) (#) Online
% ) Historian Diagnostics Manager(x64) (®) Online
# =, Historian Embedded PostgreSQL Database @ Online
# -, Historian Embedded Tomcat Container (#) Oniline
# i Historian Indexing Service (# Online
Other Resources
# (%! New Historian (#) Online

Installing Historian Components

Installing Historian Components

After you have installed the Historian server and restarted your system, you can install additional components, such as Client
Tools, Excel Add-in, Data Collectors, and Alarms and Events.

Unlike earlier versions of Historian, the Historian Administrator and HDA Server are now installed as part of the Client Tools
installation, which means you do not need to run a separate installation for each of those components.

Installing Historian Client Tools

The Historian Client Tools installation installs the following components by default:

e Historian Client Tools

¢ Historian Administrator

e Historian Documentation and Help
e OLE DB Driver and Samples

¢ HDA Server
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e User APl and SDK
¢ Historian Client Access Assembly
¢ Caollector Toolkit

The Historian Excel Add-in 64-bit component is not selected in the Client Tools— Select Featur es screen.

Proficy Historian Setup Maintenance -
Select Features %
Select the features setup will install. | -
Check new components pou want to install or uncheck components you want to remowve,
B Historian Excel Add-in B4 bil ]| | Desemtion
~[w] Higtarian &dministrator Excel Add-in for Praficy
B Proficy Historian Client Taols Historian G4 bit
= 0LE DB =
-~[OLE DE Driver
W] OLE DE Samples
Wl HDA Server
=] User AP
W
36.56 ME of space required an the C drive
2191145 MB of zpace available on the C drive
| < Back ” et = | | Cahicel

Y ou can select the check box for the Excel Add-in to install it at the sametime asthe Historian Client Tools. Otherwise, you
can install it in a separate installation using the Install Historian screen.

= Note: Y ou can deselect the check boxes for al the components except the Historian Client Tools and Historian
Client Access Assembly. However, if you deselect any of the componentsto install them at alater time, such asthe
Historian Administrator or HDA Server, when you re-run the install ation, make sure you select all of the previously
installed components in addition to the ones that you are installing, because any component that you do not select that
was previously installed will be uninstalled during the later installation.
1. Runthe Historian install.
The Historian Splash screen appears.

If this screen does not appear, double-click thel nst al | Launcher . exe file onthe SO or DVD to display it.
2. Click the Historian Client Tools link.
The Select Featur es screen appears with the check box for Historian Client Tools selected.

By default, the check boxes for Historian Administrator, HDA Server, Historian Documentation & Help, OLE
DB, and User API and SDK are also selected. If you do not want to install them at this time, deselect the check
box(es) before continuing with the installation process.

3. Select the Proficy Historian Client Tools check box and click Next.
TheHistorian Server Security screen appears.

4. Select All Usersto giveal local and domain users full access to the Historian server. Or, select Specific User to add one
user with full accessto the Historian server.

5. Click Next.
The OPC Core Components screen appears briefly, and the installation proceeds.
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6. Click Yesif you want to start the Historian services now, or click No if you want to apply software updates (SIMS)
before starting Data Archiver.

7. Select Yes, | want to restart my computer now, and click Finish.

Installing Historian Data Collectors

Usethe Historian install media (. i so disk image file) to install data collectors. Consider the following information as it may
applicable to the collector you are installing.

e All collectors, except the iFIX and Machine Edition View collectors, can run as Windows services. If so configured, they
will continue to run after you log out, and can be configured to start automatically when you start your computer.

« When upgrading a collector(s) from aprior installation, it is recommended that you first uninstall the collector(s) using
the mediain which the collector(s) was installed, then proceed with the installation of the collector(s) using the new
install media.

e TheOSl Pl SDK isrequired for the OSI PI Collector installation; however, the OSl Pl SDK does not ship with Historian.
If the OSI Pl SDK is not installed, the OSI PI Collector will not start. If you install the OSI PI Collector on a machine that
does not contain your Pl Server, be sure to install the OSI Pl SDK on the machine with the OS| Pl Collector.

e If youinstall the Wonderware Collector on a machine that does not contain your Wonderware server, be sure to install
the ODBC Driver for SQL on the Wonderware Collector machine. If the ODBC Driver for SQL is not installed, the
Wonderware Collector cannot connect to the Wonderware server.

e |f you plan to select Predix Cloud for your destination server and you are not using Historian Configuration, see Offline
Configuration for Collectors (page )

e If you run the collector install and do not reboot the machine afterwards (as prompted), and then perform a collector
uninstall or another collector install, you will likely encounter afailed install or uninstall. To avoid this issue, reboot the
machine following the collector install.

e |f you plan to select Predix Cloud for the collector destination, refer to Installing Historian Collectors (page ).
Installing Data Collector swith Historian server/Predix cloud as destination:
1. Launchthe.iso diskimagefileandruni nstal | Launcher. exe.
The Install Historian splash screen appears.
2. Click Install Collectors.
The Welcometo Historian Collectors! screen appears.
3. Click Next.
The License Agreement screen appears.

4. Click Accept and click Next.
5. Select aninstalation drive letter and click Next.
6. Enter the Data Directory and click Next.

The Choose the Collector (s) to install screen appears.

7. Select the Collector(s) that you want to install.

Y ou can select more than one collectors. In the next screens, the installation configuration is done for each collector
that you selected.

8. Click Next.

9. If you select Server-only collector(s), for example, File collector, specify the Destination Historian Server name and
click Next. You areready for theinstall. Or, if you select collector(s) that can be installed on both the Historian server or
the Predix cloud, for example, OPC Collector, the wizard screens will guide you through the install process.

10. Click Next, in the Source Server configuration screen, click Next.

11. Enter detailsonly if you are configuring aremote OPC server. Click Next.

12. Depending on the destination of your collector installation, select Historian or Predix Cloud. Note that, the subsequent
screens will depend on what you select.

13. Follow theinstructions on the configuration screens that appear to configure parameters for each collector selected for
installation.


unique_80
unique_80
unique_80
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When you are done, you may be prompted to start Historian services. If so, click Yes, or click No to apply software
updates before starting the Historian services.

14. Click Exit.

The Install Historian screen appears.

15. Click Exit.

Y ou may be prompted to restart your computer to complete the installation. If so, click Yesto restart or No to restart
later. The collectors do not appear in the Historian Administrator until after the collectors have been started.

Installing a Collector Silently using the Command Line

Several Historian collectors can beinstalled silently. A silent install is amethod of installing the application software and
requires little or no user interaction. This method allows you to perform an unattended installation asiit is not necessary for
you to direct the installation process. This command line install applies to the following collectors:

e Server-to-Server

« OSIPI

*  Wonderware

« File Collector

¢ iFix Collector

e Calculation Collector

¢ iFix Alarm and Event collector
¢ OSl Pi Distributor collector

¢ QS| S2S Distributor collector

Command-Line Syntax

Command

Col l ectors_Install.exe

Argument

-s, -silent

Using either of these flags directsthe install to progress silently, with no user interaction.
Parameters

e <Col | ect or Name>_AddLocal (1=install and 0= uninstall)
e <Col | ect or Nare>_sour ceser ver nane
* <Col | ectorNane>_dest i nati onser ver nane

= Note: desti nati onser ver nane and cl oud parameters do not apply to the File Collector, iFIX
Collector, or Calculation Collector.

For aHistorian destination, use the machine name. For a Predix Cloud destination, use "Cl oud".

* <Col |l ectorNanme>_cl i entsecret
* <Col | ect or Name>_cl ouddest addr ess
* <Col | ect or Name>_cl ouddest addr ess
* <Col | ect or Nanme>_conf i gserver

= Note: If using offline configuration, set this parameter equal to none. For example:

Hi st ori anS2SCol | ect or _confi gserver =none

* <Col | ectorName>_i dentityi ssuer
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* <Col |l ectorName>_clientid

* <Col | ect or Nanme>_zonei d

® <Col | ect or Name>_pr oxy

* <Col | ect or Nanme>_dat apoi ntattri but ekeyl

* <Col | ect or Name>_dat apoi ntat tri but eval uel
* <Col | ect or Name>_dat apoi ntat tri but ekey?2

* <Col | ect or Name>_dat apoi ntattri but eval ue2
* <Col | ect or Name>_dat apoi ntat tri but ekey3

* <Col | ect or Name>_dat apoi ntat tri but eval ue3
* <Col | ect or Nanme>_dat apoi ntat tri but ekey4

* <Col | ect or Nane>_dat apoi ntattri but eval ued
* <Col | ect or Name>_dat apoi ntattri but ekey5

* <Col | ect or Nanme>_dat apoi ntattri but eval ue5

Installing a Collector Silently

=7 Note: Installing a collector can potentially remove a collector that is already installed. For example, if you
aready installed the OSI Pl Collector and then run the silent install for the Server 2 Server Collector, the OSI PI
Collector can be uninstalled. If you are installing a new collector on a machine where there is an existing collector
that you want to retain, you must use command line parameters for the existing collector as well.

1. Navigatetothe Col | ect or s folder on the install media.
2. At acommand prompt, enter:

Collectors_Install.exe -s
3. Add parameters as appropriate and assign the correct values to the parameters using the equal sign (=).

Be sure to replace <Col | ect or Nane> with the name of your collector. For example, you might replace
<Col | ect or Name> with Hi st ori anS2SCol | ect or :

Hi st ori anS2SCol | ect or _AddLocal =1
If the parameters are not assigned a value, then the default values are used.

Example: 1

This command installs the Historian Server 2 Server collector and sets the source server to be PC1 and destination
server to be PC2.

>Col | ectors_lnstall.exe -s HistorianS2SCol | ect or _AddLocal =1
Hi st ori anS2SCol | ect or _sour ceser ver nane=PCL
Hi st ori anS2SCol | ect or _desti nati onser ver nane=PC2

Example: 2

This command installs the Historian File Collector and sets the destination server name to be PC1.

>Col | ectors_lInstall.exe -s HistorianFileCollector_AddLocal =1
Hi storianFil eCol | ect or _desti nati onserver nane=PCl

Example: 3

This command installs the iFI X Collector and sets the destination server name to be PC1.

>Col | ectors_lnstall.exe -s Historiani Fl XCol | ect or _AddLocal =1
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Hi stori anFi | eCol | ect or _dest i nati onser ver nane=PCl

Thiscommand installs the iFIX A& E Collector and sets the destination server name to be PC2.

>Col | ectors_lnstall.exe -s Historiani Fi XAECol | ect or _AddLocal =1
Hi st ori ani Fi XAECol | ect or _desti nati onser ver name=PC2)

Example: 4

This command installs the OSI Pi Distributor collector and sets the source server name to be PC1.

>Col | ectors_lInstall.exe -s HistorianPi Di stributor_AddLocal =1
Hi st ori anPi Di stri but or _sour ceser ver nane=PCl

Example: 5

This command installs the Historian S2S Distributor collector and sets the destination server name to be PC2.

>Col | ectors_lInstall.exe -s HistorianS2SDi stri butor_AddLocal =1
Hi st ori anS2SDi stri but or _Hi st ori anS2SDi stri but or _desti nati onser ver nane=PC2

Example: 6

This command installs the Windows Performance Collector and sets the destination server name to be PC2.

>Col | ectors_lnstal | .exe -s HistorianW ndowsPerf MonCol | ect or _AddLocal =1
Hi st ori anW ndowsPer f MonCol | ect or _dest i nati onser ver nane=PC2

After your Historian collector silent install, be sure to reboot, otherwise subsequent installs will fail.
Configure OPC Collector Support for Remote OPC Servers

After you have installed the Historian Data Collectors, you can configure OPC Collector support for remote OPC Servers
using DCOM.

1. Enter the remote OPC Server details (machine name or the IP address of the server).
2. Enter the ProglD. For example, for remote iFIX OPC server, enter I ntel | uti on. OPG FI X. 1.
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Proficy Historian - InstallShield Wizard
Remote OPC Server Details
Enter Remote OPC Server Details

Only enter information here if you are configuring a Remate OPC server, otherwise click next to
continue.

Remote OPC Seiver | Please enter machine name or IP address of the remote OPC server

DPCServerModel

OPC ProglD | Please enter the ProglD of the OPC server e.g. Kepware KEPServerlEX V5
Intellution. OPCIF1X.1

Add Additional Remote OPC Server

Installer does not check the validity of the remote OPC server and the OPC Progid. An OPC
collector is installed with the information provided here, please configure DCOM settings after the
installation is complete.

Installshield

< Back Cancel

NOTE: Ensure that the remote OPC server has DCOM configuration enabled.

3. Optiondly, click Add Additional Remote OPC Server.
Configure DCOM settings after the installation is complete.

Searching for a Remote OPC Server ProglID

Y ou can use any OPC client to find the ProglD of the OPC Server. Alternately, you can search from the Registry.

1. Click Start, enter regedit, and click r egedi t . exe.
2. Search for the CLSID of the OPC Server under My Conput er \ HKEY_CLASSES_ROOT\ Vendor Name. OPC. Nane. 1.
3. Usethe CLSID valuefor the ProgID.

Installing the Historian Excel Add-in

Y ou must have Microsoft Excel installed on your computer.
You install the Excel Add-In package as one of the standard installation options from the Historian installation program.

Run the install on the computer on which you want to use the Excel Add-In and select the Excel Add-In option from the list of
optionsto install.

You can also install the Excel Add-In by installing the Client tools on a machine that does not have the Historian
Administrator or archive installed.

1. Runthe Historian install.
The Historian splash screen appears.
2. Click Historian Excel Add-in.
Theinstallation runs and completes.
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@ Note: On a 64-bit Windows operating system, the default destination folder for all 32-bit components
(such as collectorsand APIS) isC: \ Program Fi | es\ Hi st ori an\ x86. Similarly, for all 64-bit components
(such as Excel Add-in 64-bit and SQL Server 64-bit), they areinstalled in C: \ Program Fi | es\ Hi stori an
\ x64.

3. |If asked to restart your system, click Yes.
Once the restart is completed, you can activate the Excel Add-in.

Activating the Add-In for Microsoft Excel 2016/2013/2010

1. Open anew Microsoft Excel 2016/2013/2010 worksheet.
2. Select File—Options.

The Excel Options dialog box appears.

3. Click Add-Ins.
4. Inthe Manage drop-down list, click Excel Add-insand click Go.

The Add-I ns dialog box appears.

P

Add-Ins

Add-Ins available:

L9 ot
| Analysis ToolPak a ! oK i

|| Analysis ToolPak - VBA

| Euro Currency Tools

|¥| Proficy Historian Add-In |

EllProficy_Historian_Helper ]

|| Solver Add-in ,' Browse...
Automation

Proficy_Historian_Helper

5. Select Historian Add-In and Proficy_Historian_Helper and click OK.

The Add-In is now ready to use and the Historian menu is now available in the Microsoft Excel toolbar.
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g - Bookl xlsx - Excel
FILE HOME INSERT PAGE LAYOUT FORMULAS DATA REVIEW VIEW Proficy Historian

4 ) A 7 (T 1) 2 Help

?;;3 9 —e ! Vs oL ?) ,;%Q ' 9 o

* d x 4 s ;  About
Tags Current Raw Alarms  Calculated Filtered Edit = Administration Options

Values Data & Events Data Data Query -
| Search Edit Admin Options & Help

If the Historian Add-Inisnot listed, click the Browse button to locate the Hi st ori an. xI a file.

If you install the Excel Add-In prior to installing Microsoft Excel, the install program copiesthe Hi st ori an. xI a
fileto your Historian folder (typically, C: \ Program Fi | es\ Proficy\H storian or C\Program Files
(x86)\ Proficy\Historian).

If you decide to add the Excel Add-In after installing Excel, open Excel and on the Tools menu, select Add-Insand
then from the dialog box that appears, click Browseto locate the Hi st ori an. x| a file.

If you uninstall Historian after installing the Excel Add-In as described, ensure that you clear the Historian check
box in the Microsoft Excel Add-Insdialog box. If you do not clear this option, you will receive an error each time
you open Microsoft Excel.

Activating the Add-In for MS Excel 2007

1. Openanew MS Excel 2007 worksheet.
2. Click File> Options.

The Excel Options dialog box appears.

3. Click Add-Ins.
4. Inthe Manage drop-down list, click Excel Add-insand click Go.

The Add-I ns dialog box appears.
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Add-Ins

Add-Ins available:

[] Analysis ToolPak %
[] Analysis ToolPak - VBA

|7 | Euro Currency Tools

[ Proficy Historian Add-In
El|Proficy_Historian_Helper

Il

Proficy_Historian_Helper

8

5. Select Historian Add-In and Proficy_Historian_Helper and click OK.
TheHistorian Add In menu is now available in the Microsoft Excel toolbar.

BE S &=
HOME  INSERT  PAGELAYOUT  FORMULAS  DATA  REVIEW  VIEW

B ] @) L] € Help
\go QO =0 Ap @;0 t) #7 .' Q i About
Tags Current Raw Alarms  Calculated Filtered  Edit  Administration Options

Values Data & Events Data Data Query -
| Search Edit Admin Options & Help

Activating the Add-In for MS Excel 2003

1. Open anew Excel 2003 worksheet.
2. Select Tools—Add-Ins.

The Add-I nsdialog box appears.

Bookl xlsx - Excel

Proficy Historian
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Add-Ins 2] x|
add-Ins available:
| Internet Assistant YBA Al | oK I
™ Lookup Wizard
[ M5 Query Add-in |

Cancel

[ ODBC Add-in
(Tl Proficy Histarian Add-In
[~ Report Manager
[~ Solver Add-in
[ Template Utilties

[ Template Wizard with Data Tracking
[ Update Add-in Links ¥

Proficy Historian Add-In

Proficy Historian Excel Data Acquisition And Analysis Tool.
Version 3.0.01

Browse...

3. Select Proficy Historian Add-In and click OK.

The Add-In is now ready to use and the Historian menu is now available in the Microsoft Excel toolbar.

Installing Standalone Help

Historian standalone Help can be installed as one of the components. The following procedure describes how to install
Historian standalone Help using the wizard.

1. Open the Historian ISO.

2. Click Install Help.

3. Onthe Welcome Screen, click Next.

4. Select the Accept check box to accept the License agreement and Click Next.

5. Choose an available drive for installing Help. This step is optional. If you do not select any other drive, Help will be
installed in C:\ drive.

6. Click Next.

7. Input the desired port number for NodeJS server to run (optional). By default it will beinstalled in port 7070. If the port
7070 is dready running other services, the installation cannot proceed further. Select another port for installing the Help.

8. Click Next.
9. You arenow ready to install. Click Install.

Theinstallation of standalone Help is complete.
10. Click Exit.

= Note: You cannot just uninstall the old help and install the new 7.1 help. You can install the new Help by
installing the clients of Historian 7.1 - VB Admin, Excel Addin, Web Admin.

Silent Installing of Historian standalone Help

a. Load the Historian ISO into the System.

b. Open Command Prompt and Navigate to the directory where SO is loaded.
c. Navigateto thefolder Help (present inside SO file).

d. Run the command:

Hel p_Install.exe -s RootDrive= <Root Drive> PortNunber=<Port Nunber>
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e. Theinstallation of the Help module will start in Silent Mode.

Installing Alarms and Events

Selecting the Install Alarms and Events option in the I nstall Historian screen installs the Historian Alarm Archiver. You
must specify the SQL Server database details for the archiver, as the archiver requires access to SQL Server.

Important:

¢ If you have the Alarms and Events component installed on a pre-7.0 version of Historian, then after you upgrade
to Historian Server 7.0, you must install the Alarms and Events component separately.

¢ The Alarms and Events component must be installed on the same machine as the Data Archiver.

¢ When upgrading from 4.5 to 7.0 Alarms and Events, since the DB Schema for 4.5 is different, if you select
the same database hame that is pre-populated by default, you will get an error message: Lat er or Hi gher
version of Alarns and Events database is already installed. Hence, you cannot proceed
further. You need to enter adifferent database name and then proceed with the upgrade.

Toinstal Alarms and Events:

1

Run the Historian install.

The Historian splash screen appears. If this screen does not automatically appear, double-click the
InstallL auncher.exefile on the ISO or DVD to display it.

Click Install Alarms and Events.

The Alarm and Event Archiver screen appears. The Server Name and Database Name fields might be auto-
populated with default values.

To change either of these fields, type a different entry in the respective text box.

The Server Nameiswhere SQL Server isinstalled and the Database Name is for the database where the alarms and
events are archived.

Select the box for Use SQL path asdata and log path and enter the SQL Server login credentialsin the Admin User
and Password fields.

If you choose to use Windows Authentication, select the box for Use Windows Authentication and enter your
Windows admin credentials in the Admin User and Password fields.

Click Next.
It may take several minutes for the installation to complete.

If asked to restart your system, click Yes.
To verify that the Alarms service has started, go to the Services window and look for the Historian Alarm Ar chiver.
Startup Typeis Automatic, meaning it is started automatically when the system is started or restarted.

Historian's Alarm and Event (A&E) archiving offers the ability to collect A& E data from any OPC-compliant A& E
server and store it in an integrated relational database. Historian Alarm and Event data is associated with the related
process data from its source to allow for quick anaysis.

For more information, refer to Historian Alarms and Events.

Using a Remote SQL Server to Store Alarms

If you have chosen to connect Historian to aremote SQL Server, you must ensure the following conditions are met:

The Historian Alarm Archiver service must be run on a user account that has privilegesto log into the SQL Server using

Windows Authentication.

The Default Backup Path, found on the Archive screen, must be a shared directory that is accessible to both the Historian
Data Archiver and the remote SQL Server. It is recommended that this shared directory be placed on the same computer

as the Historian Data Archiver service.
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Installing the Historian Administrator

Y ou must run the Client Toolsinstall before installing the Historian Administrator. In addition, during the Client Tools
installation (page 51), Historian Administrator is selected by default and isinstalled along with the Client Tools. If you
want to install the Historian Administrator at alater time, deselect the check box before continuing with the Client Tools
installation.

You can install aHistorian Administrator on any node that connects to the Server through a Historian API.
1. Runthe Historian install.
The Historian Splash screen appears.
If this screen does not appear, double-click thel nst al | Launcher . exe file onthe SO or DVD to display it.
2. Click theInstall Client Tools link.
The Select Featur es screen appears.
3. Click Run.

The Welcome screen appears.

4. When the Install Wizard appears, select the Historian Administrator option in addition to any previoudly installed
Historian components, and then click Next.

The program installs the Historian Administrator and any other components associated with it, including the API.
If you prefer, you can install the Historian Administrator at the same time you install other options, by selecting all
desired options at once.

= Note: If you intend to run all components (Historian Server, Collectors, and Client tools) on asingle
computer, choose I nstall Historian on the splash screen and proceed with the installation wizard.

Starting the Historian Non-Web Administrator

To start the Historian Non-Web Administrator, you must be avalid Windows user on the Historian Server. A screen
resolution of 1024 x 768 or above is recommended for Historian Non-Web Administrators.

1. Fromthe Start Menu, select Programs>Historian <version>.
2. Select Historian Administrator to open the application.

The system attempts to connect to the default server using the current logged in user and password. The Historian
System Statistics screen appears.

'ﬁ' Tip: Asan alternative, you can create a shortcut and start Historian Administrator from a desktop icon.

3. To specify another user name, or to switch servers:
a. Click ontheMain link.
The Login dialog box appears.
b. Select aserver from the drop-down list or click the Browse button to browse for a server.
c. Enter your user name, password, and domain, if any, and then click OK.

The Historian System Statistics screen appears. Y ou can now proceed with all Historian Administrator
functions.

Installing the Historian HDA Server

Both the Historian Administrator and Historian HDA Server are installed by default when you install the Client Tools. Itis
recommended that you keep the default selections when you are installing Client Tools, because if you deselect them during



Getting Started Guide | 64

theinitia Client Toolsinstallation, and then go back to install them, any check box that you deselect during the second install
will uninstall the deselected component.

= Note: If you choose to install the HDA server at alater time, make sure that Historian Administrator isinstalled
before you install the HDA server, or select them together in the Select Featur es screen.
You can install the Historian OPC HDA Server on any server on which the Historian Server has been installed.
1. Runthe Historian install.
The Historian Splash screen appears.
If this screen does not appear, double-click the | nst al | Launcher . exe fileonthe SO or DVD to display it.
2. Click the Historian Client Tools link.
The Select Featur es screen appears.

Select HDA Server and click Next.
Click Run.

The Welcome screen appears.

> w

5. Click Next.
The License Agreement screen appears.
6. Click Yes.
The Select Featur es screen appears.
7. Select the component (HDA Server) that you want to install, and click Next.
The Choose the Program Folder screen appears.
8. Accept the default destination folder or browse for a new location, and click Next.
The Historian Server Name screen appears.

= Note: On a 64-bit Windows operating system, the default destination folder for all 32-bit components
(such ascollectorsand APIs) isC: \ Program Fi | es\ Hi st ori an\ x86. Similarly, for all 64-bit components
(such as Excel Add-in 64-bit and SQL Server 64-hit), they areinstalled in C: \ Program Fi | es\ Hi st ori an
\ x64.

NOTE: When the HDA Server option is selected, then the Historian install wizard will install Microsoft .NET
Framework 4.5 and the OPC Core Components 3.00 redistributable during the installation process.

9. Enter the Historian Server name and click Next.
10. Read the Configuration Review screen and click Next.
11. Select Yes, | want torestart my computer now, and click Finish to complete the installation.

Installing Historian SDK

If you need to create customized programming for the Historian Server, use the Historian Software Development Kit (SDK)
with Visua Basic or any application that provides aVBA programming interface, such asiFIX, Microsoft Excel or Microsoft
Word. The Install Wizard places the Historian SDK in the Syst enB82 directory and automatically registersit. To use the
SDK, set up a project reference with the Historian SDK.

Installing the Historian Client Access API

The Historian Client Access APl isa.NET assembly that interacts with Historian from any .NET applications. It isinstalled
automatically when the Historian Client Tools are installed.

For Microsoft .NET-based application development, use the Historian Client Access API with C#, VB .NET, or any .NET
compliant application. By default, the Install Wizard places both the API and Client Access. di | s in GAC (Global Assembly
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Cache). If you want to reference it to any client application, you can refer the following file path: INSTALLPATH\Assembly
\Historian.ClientAccess.API.dll.

! Important: It is recommended that you add Historian Client Access API references from the | NSTALLPATH
directory since global assembly cacheis part of the run-time environment.

Moving from Oracle Java to Open Java

Moving from Oracle Java to Open Java

Moving from Oracle Java to Open Java

=F Note: This procedure is useful for customers who are using Historian 7.1 version and want to move from Oracle
Javato Open Java

Prior to Historian 7.2 release, Oracle Java 1.8 used to be bundled with Historian Installer and the Historian Web Components
(Web Admin, Trend Client, UAA, REST API) were run on top of the Oracle Java version 1.8.

From Historian 7.2 release onwards, the AdoptOpenJDK is bundled with Historian Installer and isinstalled automatically
along with the Historian Server.

AdoptOpenJDK is an open source implementation of the Java Standard Edition platform with contributions from Oracle and
the open Java community. OpenJDK is released under license GPL v2 wherein Oracle JDK islicensed under Oracle Binary
Code License Agreement.

[ Administrator: Command Prompt M=l E3

Microsoft Windows [Version 6.1.76811]
Copyright ¢c) 280? Microsoft Corporation. All rights reserved.

C=“Users~Adninistrator>java —version
openjdk version _.
OpendDK Runtime Environment (AdoptOpenJDK>(build 1.8_8_2@2-h84>

L az"

OpendDK 64-Bit Server UM (AdoptOpenJDK>C(build 25_.282-bB8,. mixed model

C=sUzserssAdninistrator>_

=F Note: Installing Historian will not uninstall any existing Java installations on the target machine, so that the
existing applications that make use of pre-existing Javawill not be affected.

=F Note: Customers who have installed Historian prior to 7.2 version can move their Web components running on
Oracle Javato AdoptOpenJDK.

1. Download and Install AdoptOpenJDK.
a. Click thefollowing Link : https://adoptopenjdk.net/archive.html ?variant=openj dk8& =hotspot
b. Select MSI JRE installer for Windows 64 bit for download.
c. After downloading it, install the AdoptOpenJDK Windows 64 bit installer.

2. Pointing Tomcat to Adopt Open JDK VM :
a. Stop the Tomcat.

a. Click Start.

Type Runin Search.

In the Run menu, type services.msc and click OK.

Open thelist of services running on Windows and go to Historian Embedded Tomcat Container service.
Right click the Historian Embedded Tomcat Container service and stop the Tomcat Service.

®oooT
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b. Opening Tomcat as aservice:

a. Open the Command prompt.
b. Moveto the following path from the command prompt window: C:\Program Files\GE Digital\Historian

Embedded Web Server\bin.
c. Typethe command tomcat8w //ES//Tomcat8ForHistorian and press enter. The following screen
appears.
'@ Hiztorian Embedded Tormcat Container Properties =

General [Log on | Logging [ Java | Startup | stutdown
Service Hame: TomcatBFceHistonian
Display name: Historian Ernbadded Tormesk Container

Descripion: Thes is an instance of Tomcat that is used sxdusvely b

Pisthy by izt

srogram Files)GE Digial|Historian Embedded Web Servertbinlbomeat

Satuplype: | Automatic =

Service Stabues:  Shopped

Skt

oK Camel |

c. Editing Tomcat Service.

a. Click the Javatab.
W Historiam Embedded Tomeat Contaner Properties ==
Goneead | Log 00 [ Logomn | Mva | Rartup | Satdown
Ui delf gl

Jarva Wirtuasl Machine;

C:Program Fles\AdoptbOpendDKiee-3.0,202, 08\bnkseeveripm.dl [, |

Jorwa Classpathe

CProdgeam Fles|GE DagtaliHistorian Embadded Wieb Servr|bnibootstre

Tarvas Ophiore;

Dot e, Mot 1Prongr i Pl GE (it alHistorian Esbeckiad 'We »

Dzt slines, bageeC Frogram Fles\GE Digh sfpstonian Embedded ‘Wl

~Driarva. endor sed. des=C: \Program FileshGE Dighalstonan Embedde
Driaven. b trngadie = :|Prosge v Filers | GE Dugt ol orian: Exdbediied ‘Wi

Irikisl rromemny poscl: 128 L]

i memory pook 254 ]

Threbd stipch siv: -]
o ] Cancel

b. Changethe JavaVirtual Machine DLL path to AdoptOpen JDK JVM path.
Example: C:\Program Files\AdoptOpenJDK\jre-8.0.202.08\bin\server\jvm.dl|
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%5 Historian Ernbedded Tomeat Cantainer Properties ===

[Gonesal | Log on | Loggng] %vo | Startup | Steksewn]

U Use defauk

Jarva Vietual Machine:

CiiProgram Fles|AdoptOpen JOK Vre-8.0.202 08 anserveritn.dl [, |
Jarva Classpath:

C\Prosgram Files)i5E DigitaliHishorian Embedded Web Sarver||bin|bootshre
Ty Opltiores:

~Dcataling, home=iC-1Frogram Fies|GE DighaliHstorian Embedded We =

D !
D, 0. ke =i 1Program FlesIGE DighallHstorian Embedded We _

Iritial rnstreoey ool 1z ME
Mandmam memory pool: 256 ME
Thread stack size: KB

ok [ comat J[ ooty

c. Click Apply and then click OK.
5 Historian Embedded Tomeat Container Properties ===

[Gonesal | Log on | Loggng] %vo | Startup | Steksewn]

1 e defauk

Jarva Wirtual Machine:

CiiProgram Fles|AdoptOpen JOK Vre-8.0.202 08 anserveritn.dl [, |
Jarva Classpath:

C\Prosgram Files)i5E DigitaliHishorian Embedded Web Sarver||bin|bootshre
o Opitions:

“Dakaling, home=i IProgram Fles|GE DighaliHstorian Embedded 'We =
Dcataling. base=C1Program Fles|GE DighallHstorion Embedded wet

“Criava, endorsed, dirs=C:\Program Fies|GE Dighal|Historian Embedde
ik, K. ke = IProgeam FlesIGE DighafiHstorian Embedded We

Iritial rnstreoey ool 1z ME
Mandmam memory pool: 256 ME
Thread stack size: KB

ok ][ comet ][ sos

d. Restart Tomcat Service.

a. GototheGeneral Tabin Tomcat Service menu.
b. Click Start to start the Tomcat service with AdoptOpenJDK.
c. Click Ok. The Tomcat service starts with AdoptOpenJDK.
% Hittorian Erabedded Tomcat Containgr Properties ==
Generdl |Log on [ Loggng [ 3w | Sarup | shutdown

Cisplary name: Historian Embedded Tomes: Container

Diescription: This i a0 rvsbarce of Tomoat that i uped exdusively b
Path to executable:

o Program FlesiGE Digtalipdstorian Embedded Web Serveribanitomcat®
Rartup LT Inm:mn:: -]

Service Status:  Stopped
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= Note: To confirm if the Tomcat service is running with AdoptOpenJDK, verify the
JAVA_HOME and JVM version path in catalina.<timestamp> file in the C:\Program Files\GE Digital
\Historian Embedded Web Server\logs path.

Migrating Historian Data

Migrating the Alarms and Events Database from 4.5 to 7.2

Before migrating alarm and event data, ensure that you have backed up the data.

If you are upgrading to Historian 7.2 and you have already collected alarms, you can migrate the Historical Alarm and Event
data after upgrading to Historian 7.2. Alarms are not available for retrieval until they are migrated. New alarms collected will
be available immediately.

To migrate your alarmsinto the new alarm database, you must do a backup of the old alarms and restore them into the new
database. The backup can be done before upgrade using the old Historian Administrator or it can be done after upgrade using
the Proficy Alarm Database Migration Tool.

1. Tolaunchthistool, goto\ Program Fil es (x86)\Proficy\Proficy DataBase folder and launch
Proficy. H storian. AandE. M grati on. exe.

Backing Up Alarm and Event Data

To back up the Alarm and Event data:

1. Click the Backup Existing Alarmsand Eventstab.
2. Inthe Time Range section, in the From and To fields, set the start time and end time.

Y ou may need to migrate small time periods if you have many alarms. If you need to migrate the alarms in blocks of
time, do the oldest alarmsfirst.

3. Inthe Database Name field, enter the name of the database you are backing up.
Typicaly, thiswill be the same as the SQL Server you are currently using.

4, Select either Use Windows Authentication or Use SQL Authentication.

5. Inthe User Id and Password fields, enter the login credentials. Be sure to use a user name with permission to connect

and backup alarms.
6. InBackup Folder Path field, give the absolute path, including file name, to store the backed up alarms. For example,

c:\t enp\ Mar ch2010. bak. Provide the path to place the backup folder on the local computer, and if your SQL server
isrunning on a remote computer, enter a path that exists on the remote computer.

7. Click Test Connection to check if the source database is active and the information is accurate.
The Begin Backup button is activated.

8. Click Begin Backup.
When the backup is complete, a count of rows backed up is displayed.

Migrating Historical Alarm and Event Data after Upgrade from 4.5

If you are upgrading to this version of Historian and you have aready collected alarms, you can migrate the Historical Alarm
and Event data after upgrading. Alarms are not available for retrieval until they are migrated. New alarms collected will be
available immediately.

Before migrating alarm and event data, ensure that you have backed up the data.

To migrate your alarmsinto the new alarm database, you must do a backup of the old alarms and restore them into the new
database. The backup can be done before upgrade using the old Historian Administrator or it can be done after upgrade using
the Proficy Alarm Database Migration Tool.
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To launch thistool, goto \ Program Fil es (x86)\ Proficy\Proficy DataBase folder and run
Proficy. H storian. AandE. M gr ati on. exe.

Using the Migration Tool

The IHA Migration Tool (M gr at el HA. exe for 32 bit or Migratel HA_x64.exe for 64 bit) allows you to migrate data up to 30
yearsold if the datais already stored in | HA files from any version of Historian. Use the Migration Tool to move datafrom one
archiver to another when you cannot simply restore the | HA in the Historian Administrator.

The Migration Tool opens an | HA file as a binary data file and reads the raw samples from it. Those raw samples are then
written to a destination archiver, in asimilar way to how an OPC collector or File Collector would write data. Any errors
returned from the data archiver are reported in the main window and repeated in the log file.

T

Note:

Y ou can migrate UserDefined types, MultiField tags, and Array tags.
¢ When you are migrating the Data Stores, the source data store is created in the destination.
e Using this Migration Tool, you can upgrade from two previous versions of Historian to the latest version.

¢ The performance of thistool isimpacted with the addition of Client Manager and Configuration Manager. For best
performance, use this on a Single Server install only.

Migrating Historical Data

Y ou need to run thistool as an administrator to migrate and create the log filesin the C: \ directory.
To migrate historical data stored in | HA files from any version of Historian:

1. IntheHi stori an folder, double-click the Migration Tool executable (M gr at el HA. exe for 32-bit or
M gr at el HA x64. exe for 64-bit) to open the IHA Migration Utility.

W

Theicon for the executable looks as follows: |_1
2. Select Configure Options from the Options menu.
3. Enter or modify any specific configuration information.

When choosing an | HC file, do not specify one currently in use by the Data Archiver. (For more information, see
Configuring Migration Options (page 70).)

4. Select File->MigrateHistorical Data .
The Select Historical Data File(s) dialog box appears.
5. Select ahistorical file and click Open.

Refer to the IHA Migration Utility main screen for information on the progress of the migration and any
encountered errors.

5F Note:

The IHA Migration Utility screen only displays the most recent lines of the log file. For the full set of logged
messages, refer to the log file, typically located in C: \ | HAM gr at i on. Log.

6. Optionaly, perform these steps:
a. You can upgrade the older version's archive files to the latest version by selecting the bulk upgrade option.
Stop the Data Archiver service and select File—Bulk Upgrade Historical Data.

If you do abulk upgrade of historical dataimmediately after you install the latest version on Historian, then
save on upgrading while the system reboots.

b. To clear thelog messages displayed in the screen, select File—Clear Display.
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c. Toview thelogssavedinthel HAM gr ati on. | og file, select File—View Log File—..
Configuring Migration Options

1. IntheMigration tool (M gr at el HA. exe for 32 bit or M gr at el HA_x64. exe for 64-hit)., select Options—Configure

Options.
The Migration Options dialog box appears showing the default server information and the default migration
options.
Migration Options et
Servel Ophons
Server [I_ T R Theottie Output
Username | W Mayate Messages
Password | Log File Ful Mame: | \IHAMigrabon Log
e J
Tags To Mirate Tne To Migrate
& Migrate Al Tags & UseHA TimeFiame Use Below TmeFrame

" Migrate only tags that exdst in destinabion
Shart DustalT e

" Migrate usng tag matk: |

" Migrate only tags that east in source config Fle End Date/Time:

[ o ] _ Concel_|

2. Enter options the following options.

Server Pane (page 70)

Options Pane (page 70)

Tags to Migrate Pane (page 71)
Time to Migrate Pane (page 71)

Server Pane

Field Description
Server The default server (set during installation). If you do not want to write data to the default server, enter the
desired server in this field.
Username and Password If you have created and established Security Groups in your Historian Security Environment, you may need to

enter the user name and password here. By default, if you do not supply any information, the current logged
in user will be used in security checking. For more information about Historian Security, please refer to the

Implementing Historian Security (page ) chapter.
Options Pane
Field Description
Throttle Output Select this option to throttle any part of the migration process. Optionally, you can remove this option as

required. By default, throttling is rated at 5000 events per second.

If you select this option, the migration might be a bit slow.
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Field Description
Migrate Messages Select this option to migrate the messages into the newly created archive. Using this option may or may not
reduce the size of your archives, depending on the number of messages stored in the archive. By default,
messages are migrated.
Log File Full Name Modify the location of the | HAM gr at i on. | og.
Config File The configuration (*. I HC) file that you want to migrate. You must provide the | HC file before selecting an | HA
file. Do not specify an | HCfile currently in use by the Data Archiver.

@ Tip: It is always advisable to take a copy of the configuration file and work on the copy rather than
working on the original file.

Tags to Migrate Pane

Option Description
Migrate All Tags Select this option to migrate all the tags from the selected archiver.
Migrate only tags that exist in Select this option to migrate all the tags that exists in the source destination.
destination
Migrate using tag mask Select this option to migrate tags with the mask specified. You can specify an exact tag name to migrate that
tag only.
Migrate only tags that exist in To migrate the tags that are present only with the source config file.
source config file

Time to Migrate Pane

Option Description
Use IHA TimeFrame Select this option to migrate all the tags which has the IHA time frame.
Use Below TimeFrame Select this option to migrate all the tags in the specified time frame. You need to specify the Start Date/Time
and End Date/Time if you select this option.

Data Migration Scenarios

Y ou can migrate tags and their data on the same Historian Server or between servers. When migrating your data, consider the
following guidelines:

e Get new collection working first

When the datais collected from the collectors or the API programs, then you should consider adding the tag definitions
into the destination server and directing data to be written there before you start migration, because migration may take
severa hours or days.

¢ Migrate data from oldest to newest
It is advisable to migrate the oldest datafirst and then the newest, to make the optimal use of archive space.

e Pay attention to TaglD

Every tag in Historian 4.5 and above has a property called TaglD, that uniquely identifiesit and allows dataretrieval to
locate the data. Even if you have atag of with the same name in another archiver, that tag has a different TaglD and is
considered as a different tag. Y ou can see the TaglD of atag in the Excel Tag Export. Preserve that number when moving
atag from one system to another.

The following are commonly used scenarios while migrating data on the same Historian server or between servers.

e Migrating a Tag and its data from one data store into another data store. See
* Merging aHistorian Server into an existing data store on another machine. See Merging a Historian Server (page 72).

Migrating a Tag and its Data

If you want to separate a single large user data store of tag into multiple smaller data stores on the same machine, and if your
software license alows it, then you should assign the tag to the new data store and then migrate the data.

Consider when datais collected for the year 2009 in Tagl. The collected data is archived in the default User data store. If you
want to move Tag1l residing in the User data store to another data store, (for example, the Mot or data store), then you must
create the Mot or datastoreif it does not already exist and if your license allows it.
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The next step is to change the data store of the tag. Y ou can change the data store of the tag either using Historian
Administrator or using Excel Tag Import. The new incoming data gets collected in the Motor data store. If you do araw data
query, you will get only the latest data and the previous data will not be available. To get the old data, you must migrate the
dataresiding in the User data storeto the Mot or data store.

To migrate atag and its data from one data store to another data store on the same server:
1. Usei har chi vebackup -c to make abackup of the. i hc file.
The backup of the Config file is automatically created in the Ar chi ves folder.

2. Inthe Historian Administrator, back up each archive from oldest to newest.

3. Launch the Migration Tool (M gr at el HA. exe for 32-bit or M gr at el HA_x64. exe for 64-bit) using Administrator
privileges.

4. Select Options—Configure Options.

5. Inthe Server pane, enter the Server name.

6. Inthe Options pane, enter the IHC File path in the Config File path field, using the browse button. Thisis the path to
the I HC backup that you made in step 1.

7. Inthe Tagsto Migrate pane, select the Migrate Using Tag Mask option and enter the Tag Name you moved to the
new data store.

8. Inthe Timeto Migrate pane, ensure the Use IHA TimeFrame option is selected.

9. Select File—>Migrate Historical Data.

10. Select the archivefile that you backed up in Step 2 and monitor the progress of the migration. When the migrationis
complete, query the data to see the migrated data can be queried. Repeat with the remaining archives from oldest to
newest.

Merging a Historian Server

A typical scenario isto merge a Historian Server into an existing data store on another machine.

If your system architecture has evolved from multiple smaller serversinto fewer large archives, you can eliminate the smaller
machines while preserving all your tag configuration and collected data.

Consider the following example. Y ou have two machines, Machine A and Machine B. Machine A isrunning current or any
earlier version of Historian and has 100 tags and 10 archive files. The data of these tags are collected from the collector and is
being queried by users. Machine B is running the current version of Historian.

= Note:

¢ Thisexample does not include Alarm migration. If Machine A was being used to store alarms, then you need to
migrate those before eliminating Machine A.

¢ You cannot migrate tags with Enumerated Data Sets. If you want to migrate data for Enumerated Data Sets, then
you must create the Enumerated Data Sets in Historian Administrator or Microsoft Excel and then migrate the
tags.

« To migrate tags which are condition based triggers, then you must create the condition-based triggers for that tag
in Historian Administrator or Microsoft Excel and then migrate the tags.

Y ou can migrate data only if the file format of the archive filesformat is. | HA. If the back-up archiveisin. zi p format,
extract the zi p filesand copy all the . | HAfiles separately in afolder.
1. Before migrating, copy the. | HC and all the . I HA files from Machine A to Machine B.
2. Launch the Migration Tool (M gr at el HA. exe for 32-bit or M gr at el HA_x64. exe for 64-bit) with Administrator
privileges.
3. Select Options—Configure Options.

4. Inthe Server pane, enter the Server name.

Inthe Tagsto Migrate pane, ensure that the Migrate All Tags option is selected

6. Inthe Options pane, enter the IHC File path in the Config File path field, using the browse button. he path you enter is
the path to the .IHC file brought over from Machine A.

o
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7. Inthe Timeto Migrate pane, ensure the Use IHA TimeFrame option is selected.

Ensure Throttle Output is selected.

9. To migrate the data, select File—>Migrate Historical Data and select the archive file that has the oldest data.
The tags and data are migrated to the default data store in time slices. The Migratel HA window displays the

progress and any Tag Add or Data Add errors are displayed in the log file. Y ou can estimate the remaining time by
watching the progress.

©

10. Repeat the previous steps for each of the remaining archives, from oldest to newest data.
11. Add the collector to the Historian Server on Machine B.

See the Adding a Data Collector to an Historian Server topic in Data Collectors - General.

Migration Tool Command-Line Syntax

Command Syntax
e For 32-hit:

M gratel HA. exe "<IHA file name with full path>" "<IHC filename with full path>"
¢ For 64-hit:

M gratel HA x64.exe "<IHA file name with full path>" "<IHC filenane with full path>"

Command-line Options

Option Description

/ NOTHROTTLE This does not throttle any part of the migration process, but may impact resources on the server. Optionally, you can
remove this switch as required. By default, throttling is rated at 5000 events per second.

/ NOVESSAGES This does not migrate messages into the newly created archive. Using this switch may or may not reduce the size of your
archives, depending on the number of messages stored in the archive. By default, messages are migrated if this switch is
not used.

EXI STI NGTAGS This will migrate data for only those tags that exist in the destination archiver.
/ b This option of the st art . exe file allows the IHA Migration tool to start without opening a new window for each instance.

If you are migrating a pre 4.5 IHA file you will need to have the IHC file for that IHA and specify the IHC file in the Options
dialog or on the command line. Otherwise, you will get a warning message.

/ wai t This option of the st art . exe file allows each instance of the IHA Migration tool to complete the migration before starting
the next migration in the sequence.

NaHC This option skips verifying for IHC file and proceed with the migration. IHC file is not required, if batch command have /

INOIHC option.

Notes

¢ |If you are migrating from a command line, provide IHC file, else, use /NOIHC option to omit the IHC file.

¢ |If you do not have the IHC or you are not sure you have the correct IHC then you should use the pre-4.5 version of
MigratelHA to migrate the IHA. Otherwise, the datawill not migrate correctly.

¢ You should keep a copy of the origina IHA file.
¢ ThelHC must contain all the tags that are in the IHA file, so use the most current IHC you have.

e You must use double quotes when you enter the IHA and IHC file even if you do not have spacesin your file path or file
name.

e Migrating an IHA will upgradeit to 4.5 format.

e |If you are migrating a4.5 IHA you should provide the IHC file in the Options dialog but if you do not have the IHC you
can safely continue past the warning message.

Creating a Batch File to Migrate Multiple IHA Files

The IHA Migration utility migrates only one archive at atime by design. However, if you need to add more than one archive
at atime, you can create a batch file to automate multiple archive merges.
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When creating a batch file you need to provide the batch file with alogical name and save the batch (. bat ) filein alocation
that can be easily accessed using the command prompt.

= Note: When migrating any archive, you should start with the archive with the oldest data first, followed by newer
data, in sequence, to minimize the amount of disk space used in the Data Archiver.

For example:

cd c:\Program Fil es\ Hi storian

start /b /wait mgratei ha / NOTHROTTLE / NOVESSAGES
"c:\ Hi storian Data\Backups\server_Archi ve001. i ha"
"c:\ Hi storian Data\Backups\server_Config.ihc".

Interoperability of Historian Versions

Interoperability guidelines for Historian versions include:

* Historian Collectors below v6.0 can write to Historian v7.0 Archivers; however, since the earlier collector versions cannot
automatically connect to amirror, users need to point those collectors to the mirror system.

e Historian Clients below v6.0 can retrieve data from Historian v7.0 Archivers.

e Historian v7.0 or later Clients can retrieve data from a single Historian Data Archiver below v6.0.

e Historian v7.0 or later Collectors can write to a single Historian Data Archiver below v6.0.

¢ An SDK program built on an Historian v7.0 or later node does not run on an Historian below v6.0.

e An SDK program that you created in Historian below v7.0 must be rebuilt on a computer with Historian v7.0 or later if
you want to run it on that version.

¢ |tisrecommended that you use consistent versions of client and server applications. If you do use different client and
server versions of the Historian, regularly back up all archives and tag configurations.

5 Note: To determine the version of the server, client, and SDK, click the About link in the Historian Administrator.
The version of the Historian installer can be seen in the Control Panel / Uninstall programs; thisversion is different
from the Historian core version seen in the Historian Administrator About link.

Implementing Historian Security

Implementing Historian Security

Historian is a high performance data archiving system designed to collect, store, and retrieve time-based information
efficiently. By default, access to these Historian archives, tags, and datafilesis available to any valid operating system user
account. In this default environment, all users are allowed to read, write, change, and delete archives, tags, or datafilesin

the Historian Administrator, SDK, Migration Tools, and Excel Add-In. However, you may find that you want to make these
functions and data available only to authorized personnel. Y ou can do this by creating and defining Historian Security Groups
in your Windows Security.

Historian includes an Electronic Signature and Electronic Records security feature. This option provides installations
concerned with the FDA's 21 CFR Part 11 regulation or any site interested in added security or tracking the ability to require
asignature and password every time a change in data or configuration is requested. For more information on the Electronic
Signature and Electronic Records feature, refer to the Using Historian in a Regulated Environment section of the Using the
Historian Administrator manual.

To ensure a secure environment when using Historian security, do not create any local user accounts unless Historian is set up
on a standalone machine.

Whether or not you use Historian security, make sure that you disable Guest accounts on your computer to limit accessto valid
Windows user accounts.

There are two ways in which the UAA commands can be executed. Y ou can select one of the two for adding users and clients
to the UAA server:
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¢ Using the UAA Config Tool (page 85)
e Adding aUAA User (page 87)

About Protecting Your Process

If you want to restrict access to Historian archives, files, and tags, or protect your data files from unauthorized changes, you
can enable Historian security. Using security is optional and is disabled by default. By enabling security, you can restrict
access to the following:

« Modifying data using the Excel Add-In

e Updating security for individual tags or groups of tags

¢ Creating, modifying, and removing tags

e Tag protection (adding, modifying, removing, and so on) can be applied at a global level to all tags or at the individual
tag level.

Refer to Implementing Tag Level Security for more information.

¢ Reading datain theiFIX Chart object, Excel Add-In, and Migration Utilities
e Writing data

e Starting and stopping collectors

e Creating and deleting collectors

¢ Creating, modifying, and deleting archives

Historian uses the operating system security groups to create a security structure. Y ou enable security for a particular set of
functions by adding specific Historian Security Groups to your groups. Y ou can also add security groups to your domain
controller. Refer to the Security Tab section in the Historian Administrator Manual for information on selecting local or
domain security groups.

By defining one or all of the groups, you begin to set up a security structure. Refer to the Historian Security Groups section
for more information on the Historian Security Groups available.

Strict Authentication

With Historian's strict user account authentication features, Enforce Strict Cient Authenticationand Enforce
Strict Collector Authentication,youcancontrol accessto the Historian server and safeguard user account
credentials.

With strict authentication enabled, only known user accounts configured on the Data Archiver server computer will be able
to access a Historian server. Similarly, enabling strict collector authentication enforces the same requirement for incoming
collector connections.

For an account to be known at the Data Archiver, it has to exist on that archiver as alocal account or exist on a Domain
Controller available to the data archiver. Historian will access the local accounts or Domain Controller via Microsoft’s
Security Support Provider Interface (SSPI) and this involves having a Kerberos server setup optionally to assist in account
validation.

By default, strict client and collector authentication is enabled on new installations to maximize security. When upgrading
from aprevious version of Historian, strict client and collector authentication is disabled to allow compatibility with older
clients or collectors that cannot be upgraded concurrently.

It isrecommended that al clients and collectors receive timely upgrade to the latest version, which permits enabling both
strict client and collector authentication on the server for the highest security configuration.

By treating clients and collectors separately, it is possible to accommodate new and legacy authentication during the upgrade
process. However, upgrading al clients and collectors to the latest version immediately will achieve a high level of security.
The two options, Enforce Strict Client Authentication and Enforce Strict Collector Authentication, permit flexibility during
the upgrade process by selectively accommodating legacy clients and collectors.

Strict Authentication Options

This table provides guidelines about the different combinations of strict client and collector authentication options and their
use:
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Strict Client Strict Collector Comment
Authentication Authentication
Enabled Enabled Use this for highest available security. You will need to install SIMs, if available on all

pre-6.0 collectors and clients. Clients can refer to any program that connects to the Data
IArchiver. This includes Historian Administrator, Microsoft Excel, any OLEDB program,
user written programs, or any other Proficy software.

Enabled Disabled Use this if you are unable to upgrade collectors to the latest version if there is no SIM
update for your collector.

Disabled Enabled Use this if you have to support legacy clients and you are unable to install the SIM update
on all clients.

Disabled Disabled Use this for maximum compatibility with existing systems.

Disabling Strict Client and Collector Authentication

To permit older versions of clients and collectors to access a Historian 7.0 (or later) server, disable strict client and collector
authentication.
1. Open the screen and click the DataStore M aintenanceSecurity tab.
2. Inthe Global Security section:
» Select the Disabled option button for Enforce Strict Client Authentication.
» Select the Disabled option button for Enforce Strict Collector Authentication.

Trusted Connections in Distributed Historian Service Environment

This trusted connection works only in the Domain environment and it is enabled by default.
= Note: If you are adding amirror copy to an existing node, make sure that both the nodes are in the same
domain.

If you want to work in the workgroup setup, contact Online technical support & Global Care:www.digital support.ge.com.

Security Strategy Guidelines

When you begin to implement security, you should first define a clear strategy. Consider the following when beginning to set
up your security strategy:

¢ |If you disabled the Guest account, a user must provide avalid username and password even if no groups are created.

« Protection is only provided for the functional areas for which you have built the associated Historian Security Groups.

e |If you only choose to define some of the security groups, all users still have all accessto any uncreated groups. All users
are still assumed to be amember of a group unless that group has been created, with the exception of iH Audited Writers
group. You must add the iH Audited Writers group to the Windows security groups so that a user can become a member
of this group.

For example, if you elect to define the iH Security Admins group and iH Archive Admins group, both the members
associated with those defined groups and all other valid users still have access to such functions as creating and
modifying tags until you create the iH Tag Admins security group.

e |If you implement any Historian Security groups, you must first add and define the iH Security Admins group.

= Note: If you do not create and define the iH Security Admins group, all valid users are assumed to be members
of this group. This membership overrides any other security group that you set.

See also Historian Security Groups (page 77).
Setting Historian Login Security
Use Historian Login Security settings if you want to validate users at the Data Archiver, instead of at the client. By applying

these settings, users and applications are forced to provide a user name and password at connect time so that the archiver can
validate them. For example, usersin the security group such asi h Security Admi ns will be checked by the Archiver.


http://digitalsupport.ge.com/
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For Historian Login Security settings, you can view and set the property from the HistorianSDK sample server properties. The
current setting is shown in the data archiver SHWfile.

Historian Login Security property is available only in Historian SDK.
To set login security using the Historian SDK:

1. Runthe SDK sample.
2. Connect to aserver.
3. Select the server in thelist box.

The Server Properties dialog box appears.

4. Ontheright side of the dialog box, locate the AllowClientValidation setting. By default, thisvalue is set to TRUE. Click
to set to FALSE, and click OK.

Historian Security Groups

Historian provides the following security groups:

iH Security Admins
Historian power security users. Security Administrators have rights to all Historian functions. This group also has
the ability to change tag level security, archive security, and modify the Electronic Records and Signatures option.
Thisisthe only Historian security group that overrides tag level security.

iH Collector Admins
Allowed to start and stop collectors, browse collectors, configure collectors, and add new collectors.

iH Tag Admins
Allowed to create, modify, and remove tags. Tag level security can override rights given to other Historian security
groups. Tag Admins can also browse collectors.

iH Tag Admins are not responsible for setting Tag Level Security. Thistask can only be performed by an iH
Security Admins. For more information on setting Tag Level Security, refer to the Implementing Tag Level Security
section.

iH Archive Admins

Allowed to create, modify, remove, backup, and restore archives.
iH UnAudited Writers

Allowed to write data without creating any messages.
iH UnAudited Logins

Allowed to connect the DataArchiver without creating login successful audit messages.

iH Audited Writers
Allowed to write data and to produce a message each time a data value is added or changed.

Tag, archive, and collector changes log messages regardless of whether the user is a member of theiH Audited
Writers Group.

iH Readers
Allowed to read data and system statistics. Also alowed access to Historian Administrator.

Historian Security Group Rights

Use thistable to identify the types of user groups you need to create and define in your security system.

Function iH iH iH iH iH iH iH Tag iH
Security UnAuditedJnAudited Audited Readers Archive Admins Collector
Admins Writers Login  Writers Admins Admins
Create Tags: X X
* Excel Add-In

¢ SDK
¢ Historian Admins
« File Collector
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Function iH iH iH iH iH iH iH Tag iH
Security UnAuditedJnAudited Audited Readers Archive Admins Collector
Admins Writers Login  Writers Admins Admins
Remove Tags: X X
* Historian Admins
+ SDK
Modify Tags: X X

e Historian Admins
¢ Excel Add-In
¢ SDK
* File Collector
Modify Archive Security: X

* Historian Admins
¢ SDK

Backup Archive: X X

¢ Historian Admins
*« SDK

Restore Backup: X X

¢ Historian Admins
¢ SDK

Create Archive: X X

e Historian Admins
¢ SDK

Start/Stop Collector: X X

* Historian Admins
¢ SDK
¢ Mission Control (iFIX)

Browse Collector: X X
¢ Historian Admins
Read Data: X X
¢ Chart Object
e Excel Add-In
*« SDK
\Write Data (UnAudited): X X X

¢ Excel Add-In
* SDK

\Write Data (Audited): X X

e Excel Add-In
e SDK

Modify Data: X X X X

¢ Excel Add-In
e SDK

Update Security for Tag: X
¢ Excel Add-In
* SDK
e Historian Admins

Migrate X

* Migration Tools

Login Connection Messages X X X X X X X
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Security Setup Example

The following exampl e takes you through the process of establishing your security needs and defining and setting up the
levels of security.

For this example, assume the following user needs in a plant of 14 users:

User Needs Added to Security Group
USER1 Power user. Needs total access to security. iH Security Admins
USER2 ¢ Read/Write Data (no messages). ¢ iH UnAudited Writers
USER3 » Create, modify, and delete tags. * iH Tag Admins
USERS ¢ Backup, restore, and create archives. ¢ iH Archive Admins
USERS « Connect to Data Archiver without creating login successful audit messages ¢ iH UnAudited Logins
USERS8
USER4 * iRead/Write Data (no messages). ¢ iH UnAudited Writers
USER7 « iCreate, modify, and delete tags. ¢ iH Tag Admins

¢ iStart/Stop Collectors. ¢ iH Collector Admins
¢ iBackup, restore, and create archives. ¢ iH Archive Admins
USER9-14 Read Data. iH Readers

1. Establish the needs of your users. For this example, assume the user needsin a plant of 14 users, as described in the
previoustable.

2. Add and define the iH Security Admins Group.

Once you determine that you want to establish a security structure, you must create and define the iH Security
Admins group. This group of usersistypically the "power users' of the Historian. Security Administrator rights
allow them to manage configuration and give them free rein to the entire system. For this example, only USER1
would be added to the iH Security Admins group.

3. Establish and create any other Historian Security Groups as needed.

= Note: Any user with Windows administrative permissions can add or remove Windows groups and
users. As such, an administrator on a Windows computer, can add himself to any Historian security group.

Set up the functional security groups as needed. For this example, Write, Tag, Archive, and Collector security is
required, so the groups associated with those functions should be added and defined. There is no need for Audited
Writers and all valid users can read data, so neither the iH Audited Writers Group nor the iH Readers Group need to
be added.

4. Defineany individual Tag Level security.

In addition to defining iH Tag Admins that have the power to create, modify, and remove tags, you can aso define
individual tag level security to restrict access to sensitive tags. Y ou can grant read, write, or administrative privileges
per tag. For more information on setting Tag Level security, refer to the Implementing Tag Level Security section.

Setting Up Historian Security Groups

This section describes how to add the Historian Security Groups to your local and domain Windows security systems.

Y ou can choose whether Historian uses LOCAL or DOMAIN security by selecting an option on the Security tab of the
Data Store Maintenance screen in the Historian Administrator. If you select the local security option, the groups are defined
as local groups on the Historian server. If you select the Domain security option, the groups are defined as global groups

in the primary domain controller of the Historian server. With domain security, Historian locates the Primary Domain
Controller (PDC), if available, or a Backup Domain Controller (BDC) in order to establish groups. If the PDC and all BDCs
are unavailable, the system locks all users out until rights can be established with avalid PDC or BDC.

= Note: If you change this setting, you must stop and re-start the Historian server for this change to take effect.

Creating a Local Group on Windows
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This procedure applies to Windows 7, Windows 8.1, Windows 10, Windows Server 2008 R2, or Windows 2012 R2.
To create anew local group:

1. OpentheControl Panel.
2. Double-click the Administrative Tools.
3. Double-click the Computer Management icon.

The Computer Management console opens.
4. Select Groupsfrom the Local Usersand Groupsfolder in the system tree.
5. From the Action menu, select New Group.
The New Group dialog box appears.
6. Enter the Historian Security Group namein the Group Name field.
For alist of available Historian Security Groups and their functions, see Historian Security Groups (page 77).

=F Note: You must enter the Historian Security Group name exactly asit appears. The security groups are
case sensitive.

7. Optionaly, enter adescription of the Historian Security Group in the Description field.
8. Click Create.
9. Click Close.

Adding Users to Windows Security Group

This procedure applies to Windows 7, Windows 8.1, Windows 10, Windows Server 2008 R2, or Windows 2012 R2.
Before adding users to your group, you must first add your users to the Windows system.
To add a user to agroup:

1. Openthe Control Panel.
2. Double-click the Administrative Tools.
3. Double-click the Computer Management icon.

The Computer Management console opens.
4. Select Groupsfrom the Local Usersand Groups folder in the system tree.

Select the group to which you want to add users.
6. From the Action menu, select Properties.

o

The User s Properties dialog box appears.

7. Click Add.

8. Select the users or groups to add from the listed users or enter the names of the users or groups you want to add in the
bottom field.

9. Click Add.

= Note: To validate the user or group names that you are adding, click Check Names.

10. When you have added all usersto the group, click OK.

Adding a Local User

1. Verify object typeisUsersor Groups.

2. Verify the From This Location setting is your local machine. (Click L ocations to specify the local machine, if
required.)

3. Click Advanced.

The Advanced dialog box appears.
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4. Click Find Now.

5. Fromthelist of users, select the users or groupsto add or enter the names of the users or groups you want to add in the
bottom field.

6. Inthe Advanced dialog box, click OK.
7. Inthe Select Usersdialog box, click OK.

8. Inthe Group Propertiesdialog box, click OK.

Adding a Domain User

1. Verify object typeis Usersor Groups.
2. Verify the From ThisLocation setting is your Windows domain:

a. Click Locationsto specify the domain, if required.
b. Select Entire Directory or the specific domain underneath Entire Directory.
c. Click OK.
3. Click Advanced.
The Advanced dialog box appears.

4. Click Find Now.

5. Fromthelist of users, select the users or groups to add or enter the names of the users or groups you want to add in the
bottom field.

6. Inthe Advanced dialog box, click OK.
7. Inthe Select Usersdialog box, click OK.

8. Inthe Group Propertiesdialog box, click OK.
Active Directory Setup - an Overview

Historian Active Directory setup supports integration with complex models that include the following complexities:

» Usersand administrators may belong to different domains within aforest.
¢ Domains may have sub-domains (multi-level) that need to inherit or refine on inherited permissions
« Group names may be longer than average to cater for group differentiation

The Active Directory setup supports authentication and authorization of users as members of groups from trusted or sub-
domains (including assigning appropriate Historian access rightsin line with Historian security roles/groups access).

The following figure provides an overview of the Active Directory setup with eamples:
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US.com

Users: USUserl, UsUser2, USGroupUserl
Groups: USGroupl

USGroupl = USGrouplserl

Europe.us.com

Users: EuropeUserl, EuropelUserl2, EuropeGrouplsarl
Groups: EuropeGroupl

EuropeGroupl =* EuropeGrouplserl

Historian —|

Clients

India.Europe.us.com

Users: Indialserl, IndiaUserl2 IndiaGroupUserl
Groups: IndiaGroupl, Historian security groups
IndiaGroupl = IndiaGroupUserl

A Forest which itself is a
Domain Controller (DC)

_ Domain Controller (DC)

Historian

Server

Configuring the Domain Users for active directory setup
To configure the domain (single\multi) environment in the Historian Administrator:

Historian Security Groups should be created on the machine where the Domain controller of the Historian Server is
installed. In the example illustrated above, the India.Europe.US.com domain controllers must contains the following
Historian groups

e |H Security Admins

e |H Collector Admins

e |IH Tag Admins

e IH Archive Admins

e |H UnAudited Writers

¢ |H UnAudited Logins

¢ |H Readers

e IH Audited Writers

@ Note: Historian Security Groups should be of type Domain-L ocal only.

1. OntheData Stores> Security tab > Global Security, select the Use domain option.
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.. INL2018 50000
e 18201850000,
. 9N7/08 50000 ..
. SNE/2018 50000 .
. 9N5/2018 500000 ..
e S&2018 50000 .,
. 903208 50000 .
. SN2018 500000 ..
.. Emphy

PrOficy HISIOTION e Biam  o-itetor @i e D
‘ BpRensme Data Stase (H Add Dats Store ® Add Hew Aschivels] wyBestore an Archive fiom Backup
' |""" Stores Security Options

Ulser -

Archive etals | Dsta Store Detais | Data Store Options | Giobal Options [Securty || Asrms | )

Global Secuity

Securty Groups  Use Lecal —ﬁ' Ute Deenain
Erdoece Sirict Chert Autheniication (= Enabled .
Enfoece Sirict Coleclor Authentication (7 Ensbisd  ( Disabled
Electronic Signatures / Records

Requise Point Verf:tion  Erabled & Disabled
Veshestion Message

-~

‘ou Ase Attempting To Pesfom An Audied Acton. Please Confim Vo Usemaeme and
Passveced io Comlinue

2. Stop the Historian Services.
3. Add the Registry Entries for ClientManager, ConfigManager and DataArchiver as shown below.
Registry path: \HKEY_LOCAL_MACHINE\SOFTWARE\Intellution, Inc.\iHistorian\Services\

file

Edit View Favorites Help

4 M Computer
b - i HKEY_CLASSES ROOT

B -
a-
-]

4
b

HKEY_CURRENT_USER
HKEY_LOCAL_MACHINE
). BCDODO0DO0D

|, HARDWARE

L sAM

|- )i SECURITY

-

- ). SOFTWARE
b- ). Aladdin Knowledge Systems
b . Classes
b . Clients
[ ). GE Digital
a 1. Intellution, Inc.
| 4 - L. iHistonan
b J. CollectorServiceExtensions
B - ). SecurityProviders
. Servers
Jo Services
I, ClientMamgerl
-~ Ju ConfigManager
— ). DataArchiver

= DiagnosticManager
<o JavaSoft

| JreMetrics

J. Microseft

1. MezillaPlugins
- . ODBC

-

& || Name Type Data
ab) (Default) REG_SZ (walue not set)
4] Cliert TCPPort REG_DWORD xD00036b0 (14000)
| 74 FirewallPermission REG_DWORD CreDO000001 (1

8] UseADSICalls = RD
4] UseMultiADSICalls REG_DWORD

4. Start the Historian Services. The new registry entries will now be read by the corresponding Historian service.
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Accessing Historian Server using Domain Users - Examples
Example 1: European domain user trying to connect to Historian Server installed in India.Europe.US.com Domain
Controller (DC).

1. Create auser EuropeUserl in Europe.US.com DC.
2. Add the user (i.e. EuropeUserl) from Europe.US.com to “IH Security Admin” group in India.Europe.US.com DC
3. Loginto Historian Client using EuropeUserl as shown below.

Proficy Historian Administrator .

Proficy” Historian

Administrator Login

Server [CONFIGSERVERSE =~ ]

UserName IEumpeUser[

Password I:en.n:mm::e

Domain |us.eulupe.cun1

oK Help Cancel

4. EuropeUserl isadded to IH Security Admin. The user will get full access to Historian Server.

Example 2: US domain user trying to connect to Historian Server (which isinstalled in India.Europe.US.com
Domain Controller (DC).

a. Createauser USUser1lin US.com DC.

b. Add the user (i.e. USUserl) from US.com to “IH Readers’ group in India.Europe.US.com DC

c. Loginto Historian Client using USUser1 as shown below.

Proficy Historian Administrator -

Proficy” Historian

Administrator Login

Server |CONFIGSERVERE = ]
UserName IUSUser‘I

Passwmd I HRKKHN AR

Domain |us_cnn~]

oK Help Cancel

5. USUserlisadded to IH Readers. The user will get only data read access to Historian Server.
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Adding Nested Domain Groups to Historian Security Groups

The following procedure describes, a European domain group user trying to connect to Historian server, installed in
India.Europe.US.com Domain Controller.

1

o 0w

Create a user EuropeGroupUser1in Europe.US.com DC.

Create agroup EuropeGroupl.

Add the EuropGroupUserl to EuropeGroupl.

Add the group (i.e. EuropeGroupl) from Europe.US.com to “IH Security Admin” group in India.Europe.US.com DC
Login to Historian Client using EuropeGroupUser1.

If anew user gets added to EuropeGroupl then it gets automatically synced with Historian Security Groups.

= Note:
e AsEuropeGroupUserl added as alH Security Admin, user will get full access to Historian Server.

* When thereis a change to EuropeGroupl (Add/Delete/Modify users), it gets automatically
synchronized with Historian Security Groups. The synchronization timeis configurable using Data
Archiver options as shown below:

i hDat aAr chi ver _x64 i hArchi ver Mul ti ADSI Syncl nterval <Number of hours>
Default is“6” hours and user can configure betweenl to 120 hours.

US domain group user trying to connect to Historian Server installed in India.Europe.US.com Domain Controller.

a. Create auser USGroupUserlin US.com DC (if not exist).

Create agroup USGroupl.

Add the USGroupUser1 to USGroupl.

Add the group (i.e. USGroupl) from US.com to “IH Security Admin” group in India.Europe.US.com DC
Login to Historian Client using USGroupUser1.

If anew user gets added to USGroupl then it gets automatically synced with Historian Security Groups.

~0o Qo OT

T

Note:

As USGroupUserl added a|H Readers, user will get data read access to Historian Server

*  When thereis a change to USGroupl (Add/Delete/Modify users), it gets automatically synchronized
with Historian Security Groups. The synchronization time is configurable using Data Archiver options
as shown below:

i hDat aAr chi ver _x64 i hArchi ver Mul ti ADSI Syncl nt erval <Number of hours>

Default is“6" hours and user can configure betweenl to 120 hours.

Using the UAA Config Tool

Use the UAA Config tool to perform the following tasks:

Add alocal UAA user.
Here alocal UAA user means a user defined by UAA, not by an external identity provider such as LDAP.

Remove alocal UAA user.
Reset the password for alocal UAA user.
Add alocal UAA user to an existing UAA group.

Since OAuth2 scopes are implemented as UAA groups, this means the same as adding a scope to a user.

Remove alocal UAA user from an existing UAA group.
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A user who performs these functionsis acting as the “admin” client and needs to know the secret of the admin client. The tool
does provide away for the user to cache the secret safely to be used later.

Thetool isinstalled in the UAA subdirectory of the Historian installation directory, typically C: \ Pr ogr am Fi | es\ GE
Di gi t al \ UAA. Run the tool from a Windows command prompt window.

Syntax

The tool’ s syntax follows this format:
uaa_config_tool verb [options]

where verb is one fo the following:
e add_user
* renove_user
e set_user_password
e add_user_to_group
* renove_user_fromgroup
e clear_secret
Run the tool without a verb or any other optionsto view the help screen.
Options can be specified in the form of single dash followed by a short name, or double dash followed by along name,
followed by the value of the option, if any. For example, you can specify the user name Al i ce by either
-u Alice
or

--UserNane Alice

Options
The options are as follows:
Short name Long name Remark
-t - - Tar get URL of the UAA instance that the command should be performed on. Typically, the URL

ishttps://1ocal host: 8443/ uaa, which is the default value. This option is optional and
is only needed when the user wants to run the command against a remote UAA instance
(which is not recommended due to security concerns).

- n --Cientld ID of the client that the user is acting as. By default, it is admi n. This option is optional
and is only needed when the admin has set up the UAA to delegate certain operations to
others.

-s --dient Secret This is the secret used to authenticate the user for acting as the admin client (or an

alternative client given in a - - C i ent | d option). If the user has elected to cache the
secret previously, then this option can be omitted. Otherwise, it has to be provided.

-c - - CacheSecr et This option is not followed by a value and is optional. If specified, the tool will cache the
client secret so when the next time this tool is invoked the secret does not have to be
specified. Note that the secret is encrypted and only the current Windows logon user can
access and decrypt.

- u - - User Nane Name of the user that the tool is being invoked for. For example, the user that is being
added or removed.

-p - - User Passwor d The password for the user being added or whose password is being reset. The option is
only needed for the add_user and set _user _passwor d commands.

-9 --Goup Name of the UAA group (scope) that the user is being added to or removed from. The
option is only needed for the add_user _t o_gr oup and r enove_user _from group
commands.

Examples

e Toadd anew user named bob with the password bobcat 2 (with the admin client secret MyNot SoSecr et specified on
the command line, to be cached and used | ater):

uaa_config_tool add_user -u bob -p bobcat2 -s M/Not SoSecret -c

e Toadd user bob to the group hi st ori an_vi sual i zat i on. user, using the previously cached admin secret:

uaa_config_tool add_user_to_group -u bob -g historian_visualization.user

e Toremoveuser al i ce from aremoteinstance of UAA as an aternative client (that is, other than admi n) user admi n:
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uaa_config_tool renove_user -u alice -t https://webhost.|ab: 8443/ uaa -n useradnin -s
M/Qt her NonSecr et

e Toclear any cached client secret:

uaa_confi g_tool clear_secret

=F Note: If the Windows logon account is not shared, it is not necessary to clear cached secret, since the cache
is encrypted and only the same Windows user account can decrypt.

Adding a UAA User

These instructions are for adding users and clients to the UAA server after anon-domain or non-LDAP Historian installation.
Y ou must have Internet access on the machine on which you are performing these steps.

1. Download the Ruby installer and devkit from http://rubyinstaller.org/downloads/.
2. Runthe Ruby installer.
3. Copy the devkit to the Ruby directory and extract the files.

4. Open the Start command prompt with Ruby and change the directory to the Ruby install location.

cd C\Ruby22

5. Enter the following commands:
>Ruby dk.rb init
>Ruby dk.rb install
>gem install cf-uaac
If your network has a proxy, you may need to add - - ht t p- pr oxy. <your pr oxy> to the command line. For example
>geminstall cf-uaac --http-proxy. <yourproxy>
6. Enter the following commands:
>uaac target http://<servername>: 8080/ uaa

>uaac token client get admin

7. Enter the following command to see all the uaac commands you can use to add, edit, and remove a client or user.
>uaac hel p
The user isthe actual person, while the client is the application.
8. Add auser:
>uaac user add <usernane> --emails "enmmil"
Y ou are prompted to add the password for the user. This will add the user you want; you can edit it later for scope.
9. Add scopesto the newly created user:
>uaac nenber add historian_visualization.adm n <usernane>
>uaac nenber add historian_visualization. user <username>

>uaac nenber add historian_rest_api.read <usernane>
>uaac nenber add historian_rest_api.wite <usernanme>

= Note: When there are Historian security groups on the local historian machine or on the domain server:


http://rubyinstaller.org/downloads/
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a. Create anew user account on the local Historian machine or on the domain server with same login name
and password as the local uaa user.

b. Add the new user to the appropriate Historian Security group on the local historian machine or on the
domain server.

About Domain Security Groups

When you configure Historian to use Domain security groups, the Data Archiver attempts to locate the groups on the Primary
Domain Controller (PDC) or one of the Backup Domain Controllers (BDC). If you don't have a primary domain controller

or if it is slow to access, you can have the Data Archiver access the nearest domain controller viathe UseADSICalls registry
key. When using aPDC, if a Primary or Backup Domain Controller cannot be located when the Historian Data Archiver
service starts, access to Historian is denied to all users.

For troubleshooting, the data archiver show (.SHW) filelists all PDCs and BDCs available at the time of archiver startup. Use
thislist to verify that the Historian Server has visibility into the appropriate domain.

When using a PDC, &fter the list of Domain Controllers has been established, the Historian Server will use that list to query
for Security Group Membership on an as needed basis. If at any time a request for Group Membership information is made
and the Primary Domain Controller is not available, Historian selects the first Backup Domain Controller and attempts

the same request. If a Backup Domain Controller successfully responds to the request, the process of querying for Group
Membership can stop. Otherwise, Historian will attempt to query Group Membership information from the next available
Backup Domain Controller. If no Backup Domain Controller successfully responds, access to the system is denied.

When using the UseADSI Calls registry key, Historian does not connect to a specific domain controller and lets the operating
system contact the most available one.

Changing security group configuration from Local to Domain or vice versarequires that the Historian Data Archiver service
be restarted for the change to take effect.

Creating a Global Security Group in a Windows 2003 Domain

1. Inthe Control Panel, double-click Administrative Tools.
The Administrative Tools dialog box appears.

2. Double-click the Active Directory Users and Computer icon.
The Active Directory dialog box appears.

3. IntheActive Directory Tree display, select the required Domain and select Users.
4. Right-click Users and select New—Group.

The New Object - Group dialog box appears.

5. Inthe Group namefield, enter the name of the new Historian group exactly as you have defined it. Leave the other
default options unchanged.

6. Click OK to create the new group.

Creating a Security Group in a Windows 2008 Domain

1. Inthe Control Panel, double-click Administrative Tools.
The Administrative Tools dialog box appears.

2. Double-click the Active Directory Users and Computer icon.
The Active Directory dialog box appears.

3. Inthe Active Directory Tree display, select Users.
4. Right-click Users and select New—Group.

The New Object - Group dialog box appears.

5. Inthe Group namefield, enter the name of the new Historian group exactly as you have defined it. Leave the other
default options unchanged.
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6. Click OK to create the new group.

Using a Windows 2003 Domain Controller with a Windows 2008 Historian Server

When you use domain security with a Windows 2008 Historian Server and the domain controller is a Windows 2003
controller, you must configure the Historian Data Archiver service to log on as avalid domain account and you must add the
user right Act as a Part of the Operating Systemtoitslist of rights.

1. Set up thelog-on of the Historian data archiver service:
a. In Control Panel—Administrative Tools, double-click Services.
The Services dialog box appears.
b. Double-click Historian Data Archiver.

The Service dialog appears.

c. IntheLog On Aspane, click This Account and select adomain user account.
d. Click OK.

2. AddtheAct As Part of Operating Systemrighttothe domain account:
a. InAdministrative Tools, double-click Domain Security Policy.
The Default Domain Security Settings dialog box appears.
In the Security Settingstree, select User Rights Assessment from Local Policies.

Double-click Act asa part of the operating system policy.
d. Select Define these policy settings check box, and click Add User or Group.

o

The Add Users and Groups dialog box appears.

e. Select your domain user name.
. Click Add and click OK
0. In Services, restart Historian Data Archiver.

Y ou should now be able to log on to Historian Administrator using Domain Security.

If you attempt to log on to the Historian Data Archiver asa L ocal System Account, you may be denied
access because the System Account in Windows 2008 is not privileged to access the Windows 2003
Domain Administrator. A valid domain user account, however, is privileged to access the Windows 2003
Domain Administrator if it hasalso been granted the Act as a Part of the Operating System
right.

Configuring Data Archiver to use Active Directory Service Interface

By default, the Data Archiver tries to enumerate all the available domain controllers during startup. If a Primary or Backup
Domain Controller cannot be located when the Historian Data Archiver service starts, access to Historian is denied to all
users. Also, when you have domain controller machines spread across a wide area network (WAN), you may find that logins
are successful but slow.

With the Active Directory Support feature, you can configure the Data Archiver to use a different set of Windows calls called
Active Directory Services Interface (ADSI) when using Historian security. Configuring the Data Archiver to use Active
Directory Services Interface (ADSI) alows you to:

¢ Loginto the Historian even if the Data Archiver is unable to enumerate any domain controllers during the Data
Archiver startup.
e Access aBackup Domain Controller if a Primary Domain Controller is not available temporarily or permanently.

Y ou should configure the Data Archiver to use Active Directory Services Interface (ADSI) only when the Data Archiver fails
to enumerate domain controllers.

Y ou can determine whether or not the Data Archiver is able to locate a domain controller by viewing the dat a
ar chi ver. shwlog file. Inthedat a archi ver. shwlog file If "Group Server #01:" is empty, then the Data Archiver is
unable to locate a domain controller.
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Security Settings

G oup Mde : GLOBAL

Use Client Wndows User for Logon : TRUE
Security Domain : <your domai n>

G oup Server #01 :

The following procedures provide guidelines for configuring the Data Archiver to use Active Directory Services Interface
(ADSI) calls.

Creating a Registry Key and Turning On UseADSICalls

1. Onthe Start menu, click Run.

For Windows 7, Windows 8.1, Windows Server 2008 R2, and Windows Server 2012 R2, click the Windows Start
button and click inside the Start Search field

2. TypeRegedit andclick OK.
The Registry Editor dialog box appears.
3. Open thefollowing key folder:
HKEY_LOCAL_MACHI NE\ SOFTWARE\ | nt el | ution, Inc.\Hi storian\ Servi ces\ DataAr chiver\

4, Add anew DWORD vaue:
Enter the name UseADSI Cal | s, and select Base as Decimal.

5. Inthe Value datafield, type 1.
6. Click OK.
7. Closethe Registry Editor and configure the Data Archiver service to run as domain administrator.

Configuring Data Archiver to use Active Directory Service Interface

By default, the Data Archiver tries to enumerate all the available domain controllers during startup. If a Primary or Backup
Domain Controller cannot be located when the Historian Data Archiver service starts, access to Historian is denied to all
users. Also, when you have domain controller machines spread across awide area network (WAN), you may find that logins
are successful but slow.

With the Active Directory Support feature, you can configure the Data Archiver to use a different set of Windows calls
called Active Directory Services Interface (ADSI) when using Historian security. Configuring the Data Archiver to use
Active Directory Services Interface (ADSI) alows you to:

¢ LogintotheHistorian even if the Data Archiver is unable to enumerate any domain controllers during the Data
Archiver startup.
e Access aBackup Domain Controller if a Primary Domain Controller is not available temporarily or permanently.

Y ou should configure the Data Archiver to use Active Directory Services Interface (ADSI) only when the Data Archiver
fails to enumerate domain controllers.

Y ou can determine whether or not the Data Archiver is able to locate a domain controller by viewing the dat a
ar chi ver. shwlog file. Inthedat a ar chi ver. shwlogfile If "Group Server #01." is empty, then the Data Archiver is
unable to locate a domain controller.

Security Settings

Group Mbde : GLOBAL

Use Client Wndows User for Logon : TRUE
Security Domain : <your domai n>

G oup Server #01 :

The following procedures provide guidelines for configuring the Data Archiver to use Active Directory Services Interface
(ADSI) calls.

Restarting the Data Archiver Service
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1. Onthe Start menu, click Run.

For Windows 7, Windows 8.1, Windows Server 2008 R2, and Windows Server 2012 R2, click the Windows Start
button and click inside the Start Search field

2. Typeservices. msc and click OK.
The Services dialog box appears.

3. Right-click the Historian Data Archiver service and click Restart.
Establishing Your Security Rights

Y our security identity is established upon connecting to the server. This occurs through the following steps:
1. Specifying a user name and password of an account.

Upon connection, the system checks to see if you have a valid Windows 2003 account. If you have supplied
ausername and password (through the Excel Add-In for example), security checks that user. If username and
password are not supplied and you are on a Windows 2003 or Windows 2008 machine or higher, security checks the
currently logged in user.

= Note: If you do not pass a domain name the account will be checked locally in the same way a mapped
drive attempt happens. Y ou have to specify a username and password that exists on the server.

2. Determining group membership of that account.

Once the account is validated, the server determines group membership. For more information on the process and
hierarchy of the groups, refer to the Security Checking Process diagram below.

3. Caching membership profile.

Once the group and tag membership are determined, it is cached for the connection and not looked up again. If users
are added to or deleted from a group, the cache is not updated.

= Note: The cache information is per connection, and not per |P address. In other words, it is cached per
application and not per system.
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Figure 31: Security Checking Process
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Implementing Tag Level Security

In addition to defining the iH Tag Admins who have the power to create, modify, and remove tags, you can a so define
individual tag level security to protect sensitive tags.

Set tag level security in the Historian Administrator. Y ou do not need to use the Historian Security Groups for this security
setting. Y ou can use a Windows pre-defined group (power users, for example) or create your own separate group specifically
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for this function. For more information on creating and adding groups, refer to Setting Up Historian Security Groups (page
79).

Users must have iH Security Admins rights to set individual tag level security, browse, or query tagsin the Historian
Administrator.

=F Note: Tag security is not enforced in the Trend Client when it comes to browsing the full list of tags. Security,
however, is enforced when it comes to trending data for tags for which you have permission. For example, if you are
logged into the Trend Client as a user that is amember of the User Group assigned to atag's security Read Group, you
will gtill be able to browse all Historian tags. However, you are only allowed to trend the tags for which the user isa
member of the User Group assigned to the tag's security Read Group,

=

Open the Historian Administrator.
2. Click the Tagslink.

The Tag Maintenance screen appears.

3. Select atag (or group of tags) from the Tag Name section of the Tag M aintenance screen.

4. Click on the Advanced tab to display the advanced tag options.
5. Inthe Read Group, Write Group, or Administer Group field, select the security group that you wish to assign to the
tag from the drop-down list.
The drop-down list automatically lists all security groups that are defined in your Windows security environment.

For example, if an iH Security Admins user selects atag and chooses power users from the Read Group drop-down

list, in addition to members of the iH Security Admins group, only a member of the power users group will be able to
read data for that tag. Even a member of the iH Readers group will not be able to access data for that tag, unless they
are also defined as a member of the power users group.

Retrieving Data from Historian

About Retrieving Data from Historian

After data collection, the Historian Server compresses and stores the information in a Data Archive or a*. i ha file. Any client
application can retrieve archived data through the Historian API. The Historian API is aclient/server programming interface
that maintains connectivity to the Historian Server and provides functions for data storage and retrieval in a distributed
network environment.

Y ou can retrieve data from Historian using any number of clients, including but not limited to:
e Historian Anaysis
¢ Knowledge Center
e iFIX
e CIMPLICITY
¢ Red-Time Information Portal
e Dream Reports
¢ Excel Add-In
¢ Custom SDK Applications
e OLEDB
Historian exposes various sampling and cal culation modes that are used on retrieval of data that has already been collected

to the archive. These modes do not effect data collection. Some sampling modes are suited to compressed data and should be
used when collector compression or archive compression is used.

Sampling Modes
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Sampling modes are used to specify how the datawill be retrieved from Historian. Several modes are available, such as
CurrentValue, Interpolated, Calculated and RawByTime. Sampling modes are specified in the client you use to retrieve data
from Historian.

For more information, refer to the Advanced Topics section in the online help.

Sampling Mode Results
CurrentValue Retrieves the most recent data sample value received by the archiver, of any data quality. This does not necessarily
produce the most recent raw data sample, as archive compression may not have stored the most recent raw sample.

The sample has a time stamp, a value, and a quality. The time stamp returned is not typically the current time; it is the
time stamp as sent by the collector. If you have a slow poll rate or if collector compression is enabled, the time stamp
may be much earlier than the current time.

RawByTime Returns all raw samples of all qualities with a time stamp greater than a specified start time, and less than or equal to a
specified end time. The RawByTime sampling mode will not return a sample equal to the start time.
RawByNumber Returns a specified number of samples of all qualities with a time stamp greater than or equal to the start time. The

RawByNumber sampling mode will return a sample with a time stamp equal to the start time if one exists
You must also specify a direction and number of samples when using this sampling mode.

Interpolated When archive or collector compression is used, a minimal number of actual data samples are stored in the archive.
When this data is retrieved, interpolation can be performed to create an evenly spaced list of most likely real-world
values (since the actual values have been removed from the archive through the compression algorithm).

The Interpolated sampling mode is also useful for data samples that haven't undergone archive compression. For
example, you may want to plot data along an interval that doesn't match the collected raw samples. Using the
Interpolated sampling mode would give you the most likely real-world values for the specified period.

Typically, you use the interpolated sampling mode when data is not collected on a set time schedule, or if you want to
see the results returned in an interval that is slower than the collection rate. For example, these instances show when
you can use interpolated mode to make evenly spaced values:

« Atagis collected as “unsolicited”. In this case, we do not know what the time interval is between collected values.

« The dead band or archive compression for a tag results in unevenly spaced collection intervals.

« Atagis collected once per 8-hour shift, but you want to see it displayed in one hour intervals with a linear slope
between points.

InterpolatedtoRaw When you request interpolated data, you specify an interval or number of samples. If the actual stored number of raw
samples is greater than required, you will get interpolated data as described above. If the actual number of stored
samples are less than the required, then you will get the raw samples. In this way, the needs of trending detail and
application load are balanced.

This mode is best used when querying compressed data because the Data Archiver can switch to the more efficient raw
data query.

Lab The Lab sampling mode only returns the collected values, without any interpolation of the value. The collected value is
repeated for each interval until there is a change in the raw data sample's value.

Lab sampling is most often used to create a step chart rather than a smooth curve.

Use Lab sampling instead of interpolated if you only want true collected values returned. The Lab sampling mode is
generally not useful on highly compressed data. Use interpolated sampling instead.

LabtoRaw LabtoRaw is an extension to Lab mode of sampling and similar to InterpolatedtoRaw mode where you will be switched to
raw data or lab when the actual data samples are fewer than the requested samples.
Trend The Trend sampling mode was designed to produce maximum performance when retrieving data for plotting, particularly

over long time periods.

The trend sampling mode returns the maximum and minimum value collected during each interval. When plotted, this
makes it possible to display an accurate representation of the data that won't miss any extrema, by only retrieving a
minimum of points.

For example, a trend of one year of data with a one-day interval will return 730 values consisting of the 365 minimums
and 365 maximums for each day of the year.

TrendtoRaw The TrendtoRaw sampling mode almost always produces the same results as the Trend sampling mode. The exception
is that, when more samples are requested than there are raw data points, the TrendtoRaw sampling mode returns all of
the available raw data points with no further processing.

TrendtoRaw is used when the number of actual data samples are fewer than the requested number of samples. In that
case, TrendtoRaw retrieves raw data in a given interval (between a selected raw minimum and raw maximum).
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Sampling Mode Results

Trend2 The Trend2 sampling mode is a modified version of the Trend sampling mode.

Trend2 sampling splits up a given time period into a number of intervals (using either a specified number of samples
or specified interval length), and returns the minimum and maximum data values that occur within the range of each
interval, together with the timestamps of the raw values.

The key differences between Trend and Trend2 sampling modes are in:
« How they treat a sampling period that does not evenly divide by the interval length:

o For the Trend sampling mode, Historian ignores any leftover values at the end, rather than putting them into a
smaller interval.

o For the Trend2 sampling mode, Historian creates as many intervals of the interval length as will fit into the
sampling period, and then creates a remainder interval from whatever time is left.

« Spacing of timestamps returned:
o For the Trend sampling mode, Historian returns evenly-spaced interval timestamps.
o For the Trend2 sampling mode, Historian returns raw sample timestamps. These timestamps can be unevenly
spaced, since raw data can be unevenly spaced.
* Inclusion of start and end times entered:

o The Trend sampling mode is start time exclusive and end time inclusive.
o The Trend2 sampling mode is start time inclusive and end time inclusive.

Trend sampling mode is more suitable for plotting applications that prefer evenly-spaced data.

Trend2 sampling mode is more suitable for analysis of mins and maxes and for plotting programs that can handle
unevenly spaced data.

TrendtoRaw2 The TrendtoRaw2 sampling mode is a modified version of the TrendtoRaw sampling mode.

The TrendtoRaw2 sampling mode almost always produces the same results as the Trend2 sampling mode. The
exception is that, when more samples are requested than there are raw data points, the TrendtoRaw2 sampling mode
returns all of the available raw data points with no further processing.

Calculated Returns samples based on a selected Calculation mode. Refer to Calculation Modes (page ) for more information.
RawByFilterToggle RawByYFilterToggle returns filtered time ranges. The values returned are 0 and 1. If the value is 1, then the condition is
true and 0 means false.

This sampling mode is used with the time range and filter tag conditions. The result starts with a starting time stamp and
ends with an ending timestamp

Calculation Modes

Calculation modes are used when the sampling mode is set to Calculated. The data type of all calculated values will be
DoubleFloat except for MinimumTime, MaximumTime, FirstRawTime and LastRawTime which will be a Date. The datatype
of the values of FirstRawValue and LastRawV alue will be the same as that of the selected tag.

Calculation Mode Results
Count Displays the number of raw samples in the specified interval. This only indicates the count and does not display the
actual values or qualities of the samples.

The Count calculation mode is useful for analyzing the distribution of raw data samples. If you have a higher number of
raw samples than expected, you may decide to implement collector or archive compression. If samples are missing, then
you may want to slow your collection rates.

State Count Displays the number of times a tag has transitioned to another state from a previous state. A state transition is counted
when the previous good sample is not equal to the state value and the next good sample is equal to state value.

State Time Displays the duration that a tag was in a given state within an interval.

Minimum Displays the minimum value in a specified interval with good data quality. This value may be raw or interpolated.

=F Note: The Minimum and MinimumTime calculation retrieve two additional samples per interval; one is
interpolated at the interval start time and the other is interpolated at the interval end time. These samples are used
to determine the min or max just like any raw value.

MinimumTime Displays the time stamp of the minimum value in a specified interval.
See the note in Minimum for additional information.
Maximum Displays the maximum value in a specified interval.

=F Note: The Maximum and MaximumTime calculation internally retrieve two additional samples per interval;
one is interpolated at the interval start time and the other is interpolated at the interval end time. These samples
are used in the min or max just like any raw or interpolated value.

MaximumTime Displays the time stamp of the maximum value in a specified interval.
See the note in Maximum for additional information.

RawAverage Displays the arithmetic average of the raw values in a specified interval with good data quality. This is useful only when a
sufficient number of raw data values are collected.
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Calculation Mode
IAverage

(OPCQOr and OPCQANd

Total

RawTotal
StandardDeviation
RawStandardDeviation
TimeGood

FirstRawValue
FirstRawTime
LastRawValue
LastRawTime
[TagStats

Results
Similar to RawAverage, but performs a special logic for time weighting and for computing the value at the start of the
interval. This is useful for computing an average on compressed data.
The OPCQOr is a bit wise OR operation of all the 16 bit OPC qualities of the raw samples stored in the specified interval.

The OPCQANd is a bit wise AND operation of all the 16 bit OPC qualities of the raw samples stored in the specified
interval.

Retrieves the time-weighted total of raw and interpolated values for each calculation interval. The collected value must
be a rate per 24 hours. This calculation mode determines a count from the collected rate.

Displays the arithmetic sum of raw values in a specified interval.

Displays the time-weighted standard deviation of raw values for a specified interval.

Displays the arithmetic standard deviation of raw values for a specified interval.

Displays the amount of time (in milliseconds) during an interval when the data is of good quality and matches filter
conditions if the filter tag is used.

Returns the first good raw value for a specified time interval.

Returns the timestamp of the first good raw for a specified time interval.

Returns the last good raw value for a specified time interval.

Returns the timestamp of the last good raw for a specified time interval.

Allows you to return multiple calculation modes for a tag in a single query.

= Note: You can aso use INCLUDEBAD or FILTERINCLUDEBAD as query modifiers to include bad quality
data. For more information, refer INLUDEBAD and FILTERINCLUDEBAD sections in Advanced Topics.

Query Modifiers

Query Modifiers are used

for retrieving data that has been stored in the archive. They are used along with sampling and

calculation modes to get a specific set of data.

Query Modifier
ONLYGOOD

INCLUDEREPLACED

INCLUDEDELETED

ONLYIFCONNECTED
ONLYIFUPTODATE

ONLYRAW

LABSAMPLING

Results
The ONLYGOOD modifier excludes bad and uncertain data quality values from retrieval and calculations. Use this
modifier with any sampling or calculation mode but it is most useful with Raw and CurrentValue queries.

All the calculation modes such as minimum or average exclude bad values by default, so this modifier is not required
with those.

Normally, when you query raw data from Proficy Historian, any values that have been replaced with a different value for
the same timestamp are not returned. The INCLUDEREPLACED maodifier helps you to indicate that you want replaced
values to be returned, in addition to the currently retrievable data. However, you cannot query only the replaced data and
the retrievable values that have replaced the other values. You can query all currently visible data and get the data that
has been replaced.

This modifier is only useful with rawbytime or rawbynumber retrieval. Do not use it with any other sampling or calculation
mode.

The INCLUDEDELETED modifier retrieves the value that was previously deleted. Data that has been deleted from the
archiver is never actually removed but is marked as hidden. Use the INCLUDEDELETED modifier to retrieve the values
that were deleted, in addition to any non-deleted values during the query time period.

This modifier is only useful with rawbytime or rawbynumber retrieval. Do not use it with any other sampling or calculation
mode.

The ONLYIFCONNECTED and ONLYIFUPTODATE modifiers can be used on any sampling or calculation mode to
retrieve bad data if the collector is not currently connected and sending data to the archiver. The bad data is not stored in
the IHA file but is only returned in the query. If the collector reconnects and flushes data and you run the query again, the
actual stored data is returned in the following situations:

¢ Collector loses connection to the archiver
e Collector crashes
¢ Collector compression is used and no value exceeds the dead band

The ONLYRAW modifier retrieves only the raw stored samples. It does not add interpolated or lab sampled values at the
beginning of each interval during calculated retrieval such as average or minimum or maximum.

Normally, a data query for minimum value will interpolate a value at the start of each interval and use that together with
any raw samples to determine the minimum value in the interval. Interpolation is necessary because some intervals may
not have any raw samples stored.

Use this query modifier with calculation modes only, not with raw or sampled retrieval like interpolated modes.

The LABSAMPLING modifier affects the calculation modes that interpolate a value at the start of each interval. Instead
of using interpolation, lab sampling is used. When querying highly compressed data, you may have intervals with no raw
samples stored. An average from 2 PM to 6 PM on a one-hour interval will interpolate a value at 2 PM, 3 PM, 4 PM, and
5 PM and use those in addition to any stored samples to compute averages. When you specify LABSAMPLING, then lab
sampling mode is used instead of interpolated sampling mode to determine the 2 PM, 3 PM, 4 PM, and 5 PM values.

A lab sampled average would be used when querying a tag that never ramps but changes in a step pattern such as a
state value or setpoint.

Use this query modifier with calculation modes only, not raw or sampled retrieval like interpolated modes.
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Query Modifier Results
ENUMNATIVEVALUE The ENUMNATIVEVALUE modifier retrieves the native, numeric values such as 1 or 2 instead of string values such as
on/off for the data that has enumerated states associated with it.
You can use ENUMNATIVEVALUE with any sampling or calculation mode.

INCLUDEBAD Normally, when you query calculated data from Historian, only good data quality raw samples are considered.
INCLUDEBAD modifier includes bad data quality values in calculations.

You can use INCLUDEBAD with any sampling or calculation mode.

FILTERINCLUDEBAD Typically, while filtering we use only good data quality values. When we use FILTERINCLUDEBAD, the bad data quality
values are considered when filtering to determine time ranges.

This query modifier is not always recommended.

USEMASTERFIELDTIME The USEMASTERFIELDTIME query modifier is used only for the MultiField tags. It returns the value of all the fields at
the same timestamp of the master field time, in each interval returned.

HONORENDTIME Normally, a query keeps searching through archives until the desired number of samples has been located, or until
it gets to the first or last archive. However, there are cases where you would want to specify a time limit as well. For
example, you may want to output the returned data for a RawByNumber query in a trend screen, in which case there is
no need to return data that would be offscreen.

In cases where you want to specify a time limit, you can do this by specifying an end time in your RawByNumber query
and including the HONORENDTIME query modifier. Since RawByNumber has direction (backward or forward), the end
time must be older than the start time for a backward direction or newer than the start time for a forward direction.

Use this query modifier only with the RawByNumber sampling mode.

EXAMINEFEW Queries using calculation modes normally loop through every raw sample, between the given start time and end time, to
compute the calculated values.

When using FirstRawValue, FirstRawTime, LastRawValue, and LastRawTime calculation modes, we can use only the
raw sample near each interval boundary and achieve the same result. The EXAMINEFEW query modifier enables this.
If you are using one of these calculation modes, you may experience better read performance using the EXAMINEFEW
query modifier.

Using this query modifier is recommended when:

¢ The time interval is great than 1 minute.
¢ The collection interval is greater than 1 second.
« The data node size is greater than the default 1400 bytes.
* The data type of the tags is String or Blob.
Query performance varies depending on all of the above factors.
Use this query modifier only with FirstRawValue, FirstRawTime, LastRawValue, and LastRawTime calculation modes.
EXCLUDESTALE Stale tags are tags that have no new data samples within a specified period of time, and which have the potential to add
to system overhead and slow down user queries.
The EXCLUDESTALE query modifier allows for exclusion of stale tags in data queries.

Unless permanently deleted, stale tags from the archiver are not removed but are simply marked as stale. Use the query
without this query modifier to retrieve the sample values.

Data is not returned for stale tags. An ihSTATUS_STALED_TAG error is returned instead.

Filtered Data Queries

Filtered data queries enhance Historian by adding filter tags and additional filtering criteriato standard queries. Unfiltered data
queriesin Historian allow you to specify a start and end time for the query, then return all data samples within that interval.

A filtered data query, however, will allow you to specify a condition to filter the results by, as well as calculation modesto
perform on the returned data. Filtered data queries are performed on the Historian server.

For example, afiltered data query is useful when trying to retrieve al data for a specific Batch ID, Lot Number, or Product
Code and for filtering data where certain limits were exceeded, such as al data where a temperature exceeded a certain value.
Rather than filtering a full day's worth of process datain the client application, you can filter datain the Historian archiver, and
only return the matching results to the client application. The result is a smaller, more relevant data set.

You can usefilter criteriawith raw, interpolated, and cal culated sampling modes. Y ou cannot use it with current value
sampling. Thelogic of selecting intervals is always interpolated, even when the dataretrieval israw or calculated. The value
that triggers a transition from false to true can be araw value or interpolated value.

Y ou cannot use afiltered data query in an iFIX chart. For more information, refer to Advanced Topics section in the online
help.

Filter Parameters for Data Queries

Use of filter parameters with a data query is optional.
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Parameter
Filter Tag

Filter Expression

Filter Mode

Filter Comparison Mode

Filter Comparison Value

Description
The single tag name used when applying the filter criteria.

You can enter your filter conditions using Filter tag, Filter Comparison Mode, and Filter Comparison Value or you can put that
all that information in a single FilterExpression.

An expression which includes one or more filter conditions. The type of conditions used are:

« AND Condition
« OR Condition
« Combination of both AND and OR

Filter Expression can be used instead of FilterTag, FilterComparisonMode and FilterValue parameters. While using
FilterExpression, the expression is passed within single quotes and for complex expressions we write the conditions within a
parenthesis. There is no maximum length for a filter expression, but if it is called using OLEDB or Excel, they may have their
own limitations.

The type of time filter.
The Filter Mode defines how time periods before and after transitions in the filter condition should be handled.

For example, AfterTime indicates that the filter condition should be True starting at the timestamp of the archive value that
triggered the True condition and leading up to the timestamp of the archive value that triggered the False condition.

ExactTime

Retrieves data for the exact times that the filter condition is True (only True).
BeforeTime

Retrieves data from the time of the last False filter condition up until the time of the True condition (False until True).
AfterTime

Retrieves data from the time of the True filter condition up until the time of next False condition (True until False).
BeforeAndAfterTime

Retrieves data from the time of the last False filter condition up until the time of next False condition (While True).

Filter Comparison Mode is only used if Filter Tag is filled in.

The Filter Comparison Mode defines how archive values for the Filter Tag should be compared to the Filter Value to establish
the state of the filter condition. If a Filter Tag and Filter Comparison Value are supplied, time periods are filtered from the
results where the filter condition is False.

The type of comparison to be made on the filter comparison value:

Equal

Filter condition is True when the Filter Tag is equal to the comparison value.
EqualFirst

Filter condition is True when the Filter Tag is equal to the first comparison value.
EqualLast

Filter condition is True when the Filter Tag is equal to the last comparison value.
NotEqual

Filter condition is True when the Filter Tag is NOT equal to the comparison value.
LessThan

Filter condition is True when the Filter Tag is less than the comparison value.
GreaterThan

Filter condition is True when the Filter Tag is greater than the comparison value.

LessThanEqual

Filter condition is True when the Filter Tag is less than or equal to the comparison value.
GreaterThanEqual

Filter condition is True when the Filter Tag is greater than or equal to the comparison value.

AlIBitsSet
Filter condition is True when the binary value of the Filter Tag is equal to all the bits in the condition. It is represented
as " to be used in Filter Expression.

AnyBitSet
Filter condition is True when the binary value of the Filter Tag is equal to any of the bits in the condition. It is
represented as ~ to be used in Filter Expression.

AnyBitNotSet
Filter condition is True when the binary value of the Filter Tag is not equal to any one of the bits in the condition. It is
represented as !~ to be used in Filter Expression.

AllBitsNotSet
Filter condition is True when the binary value of the Filter Tag is not equal to all the bits in the condition. It is
represented as !" to be used in Filter Expression.

Alarm Condition

Specifies an alarm condition to filter data by. For example, Level.
Alarm SubCondition

Specifies an alarm sub-condition to filter data by. For example, HIHI.

Filter Comparison Value is only used if Filter Tag is filled in.

The value to compare the filter tag with when applying the appropriate filter to the data record set query (to determine the
appropriate filter times).

Filtered Queries in the Excel Add-in Example
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This example shows how afiltered data query returns specific data from the Historian archive. The example uses two tags:
bat chi d and ramp. The bat chi d tag is updated before a new batch is produced with the new batch's ID. Ther anp tag
contains raw data sent by a device in the process. In this example, it is requested that Historian return data samples at ten
second intervals for the r anp tag during the period that the bat chi d tagis set to B1.

A standard query in Historian for the ramp tag's values between 08:00 and 08:01, at ten second intervals, would look like this:

Time Stamp Value Data Quality
07/30/2003 08:00:10 16 Good
07/30/2003 08:00:20 22 Good
07/30/2003 08:00:30 34 Good
07/30/2003 08:00:40 46 Good
07/30/2003 08:00:50 50 Good
07/30/2003 08:01:00 55 Good

If we perform a query against the bat chi d tag for the same time interval, we would receive the following results:

Time Stamp Value Data Quality
07/30/2003 08:00:00 BO Good
07/30/2003 08:00:20 Bl Good
07/30/2003 08:00:45 B2 Good

Filtering Data Queries in the Excel Add-in

Y ou can enter your filter conditions using Filter tag, Filter Comparison Mode, and Filter Comparison Vaue or you can put
that all that information in asingle FilterExpression. Y ou can enter the filter conditions in the FilterExpression field of the
Historian Data Query dialog box. The filter conditions are passed within single quotes.
To find the values of ther anp tag for the B1 batch, enter the following valuesinto the Historian Filtered Data Query
dialog box:
1. IntheTag Name(s) field, enter the tag you want to receive results from - the r anp tag in this example.
Select a start and end time for your query.
IntheFi I ter Tag field, enter the tag you want to enable filtering with - bat chi d in this example.
IntheFi | ter Conpari son field, select your comparison condition.
nthel ncl ude Data Were Val ue |s field, enter your filter condition value.
Inthel ncl ude Ti nes field, select your filter mode.
Inthe Sarmpl i ng Type field, select your sampling mode.
Inthe Cal cul ati on field, select your calculation mode.
9. Select your Sanpling Interval .
10. IntheQut put Di spl ay field, select the tag values you want to display.

© N O~ wWwN

UAA LDAP Integration Configuration Tool

The UAA LDAP Integration Configuration Tool isa GUI based tool that hel ps users easily configure or reconfigure the various
aspects of LDAP integration with UAA after Historian has been installed. In the following sections, we describe how this tool
should be used.

Thistool islocated under C:\Program Files\GE Digital\UAA\ folder. Find uaa-ldap-config-tool .exe and run it with the
administrator’sprivilege (right-click and select Run as Administrator). The first screen should look similar to the following:
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o=/ UAA LDAP Integration Configuration Tool = [-5- |

Basic UAA Information and Credentials Needed

Service and Files to Configure

URL of UAA Instance: hitps:/Aocalhost:B443/uaa
LIAA Ymi File: C:\Program Files\GE Digital\UAA \waa yml
Trust Store File: C:\Program Files\GE Digital\Historian Embedded Web Server\conf'ke

Credentials Neaded

Secret of UAA Admin Client: (LTI TIE L)

Note: you need to provide the admin secret f and only & you wart to view or change the group mappings.

Note that on this screen most of the fields are read-only and meant only for informational purposes. They identify the URL of
the Historian UAA instance to configure, the yml file that this UAA instance uses as the primary configuration file (and that the

tool will modify), and atrust store file that the tool will place a server certificate into, when the user selects LDAPS protocol
and provides a certificate file.

The tool does ask for the secret of the admin client for UAA, if the user wants to view and/or change mappings from LDAP
groups to the pre-defined UAA scopes related to Historian functions. Do note, however, that thisfield is optional if the user
doesn’t need to view or change the mappings.

Click the Next button to view the next screen, which should be something similar to the following:
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Basic LDAP Settings

LDAP server URL:

Service Account DN:

Service Account Password

Search Base:

Search Fitter:

LDAFS Settings

LDAPS Certificate Alias:

a5 UAA LDAP Integration Configuration Teol

[V] Enable LDAP as an Identity Provider for UAA

=y

LDAPS Certificate to Import: C:Memp'ldap-server.cer

ldaps:/\dapsvriest com|

CM=historian_sve CN=Users CN=test CN=com

AL L L Ll ]l

CN=Users CN=test,CN=com

userPrincipalName={0}

Skip Cerificate Verfication when Communicating with an LDAPS Server. |

|daps

(o] (o)

Moate: f the cerfficate has been imported into Historian trust store before, then no need to specify it above

First the user can elect to enable or disable LDAP as an identity provider for UAA by checking or clearing the checkbox at the
top labelled Enable LDAP as an I dentity Provider for UAA.

If LDAP integration is enabled as an identity provider for UAA, then the following fiel ds should be configured/re-configured:

Field Name
LDAP Server URL

Service Account DN

Service Account Password

Search Base
Search Filter

Remarks

URL of the LDAP server, starting with Idap:// or Idaps://. Note that the port
number should be specified if a non-standard port is used.
Distinguished name of a service account used to search for users and

retrieve users’ group information.

Password of the service account. Leave it blank, if it does not have to be

updated.

Base of the LDAP directory where search begins.
Matching criterion used to identify user. It should match user's input,
denoted as {0}, against an LDAP attribute.

The bottom section only applies when LDAPS (i.e., LDAP on SSL) protocol is used. The fields inside this section grey out
when the protocol specified in the LDAP Server URL field is not LDAPS. Otherwise, the user can choose between two

options:

e o Skip LDAP server’s certificate verification. While still encrypting all communications between UAA and the LDAP
server, thisis aless secure option as UAA will not attempt to verify the specified LDAP server’ sidentity and thusis
vulnerable to identity-spoof attacks. With this option, the user doesn’t need to provide the LDAP server’s certification
if thisoption is selected. This option is generally useful during initial provisioning or troubleshooting.

o Enable the use of LDAP server’s SSL certificate to verify itsidentity. In this case, the user should:

m (i) select acertificate alias, which is solely used for uniquely identifying the certificate in the trust store file used

by UAA, and
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m (i) provide the LDAP server's certificate in either binary or base 64-encoded form, typicaly in afile with
extension .cer, .crt,.der, or .pem. Use the[...] button to open adialog box to select the certificate file.

Later the tool will import the certificate into the trust store used by UAA and configure the UAA to use this
certificate for the purpose of protecting LDAP communications.

IMPORTANT NOTES:

« Selecting and importing the certificate only needs to take place once. When the user re-runs the tool to
reconfigure something else, the aliasin step (i) above should remain unchanged, and step (ii) doesn’t have
to be repeated.

< |f the user has erroneously selected a certificate file and now wants to cancel the importing, click the Clear
button to clear out the file path displayed.

Once the basic LDAP settings have been provided or updated, the user can click on the Next button to move onto the next
screen, which has the settings related to how the UAA user accounts group member search is conducted and how LDAP groups
map to UAA scopes. It should look similar to the screen below:

o UAA LDAP Integration Configuration Tool =|[-=-| =]

LDAP Group Settings

LDAP Group Membership Search

Search Base: CH=Users, DC=test DC=com
Search Fitter: member={0}
Max Search Depth: 10 V| Search Subiree

LDAP Group to UAA Scope Mappings

historian_visualization admin: CM=histadming 1.CN=Users, DC=test, DC=com:CN=histadmins2 CN=Us
historian_visualization user: CM=histusers1,CN=Users, DC=test, DC=com:CN=histusers? CN=Users

historian_rest_apiread: CN=histrestapi CN=Users DC=test, DC=com

e ] o)

The fields displayed/editable are as follows:

Field Name Remarks

Search Base Specifies the part of the directory tree under which group searches should
be performed.

Search Filter Matching criterion for group membership search for user.

Max Search Depth How many levels deep nested LDAP groups should be searched for to
determine user’s group membership.

Search Subtree Whether the sub-tree of the search base in the LDAP directory should be
searched as well.
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The bottom section allows the user to view and edit the group mappings from LDAP groups to each of the pre-defined Historian
scopesin UAA. Each row requires the distinguished names of the LDAP groups mapped to the scope. When there are multiple
distinguished names for a scope, separate them by a semicolon.

Once this screen is populated, the user can click the Commit button to commit all the changes to the system. A result screen
will appear, which should report whether the committing has been successful or not. If for some reason committing failed, it
ispossible to click the Prev button to change the settings and commit again. Otherwise, the user can click the Close button to
close thetool.

= Note: Usually it requires arestart of the “Historian Embedded Tomcat Container” service for updated
configurations to take effect. Therefore, use Services Control Console to stop and restart the service once this tool
finishes running.

Troubleshooting

Managing Historian Log Files

Use the Historian LogTool to view, generate, or compress log files to use for troubleshooting. Logt ool . exe islocated in the
historian installation directory, for example: C: \ Program Fi | es\ Profi cy\ Proficy Hi storian\ X64.

1. Gotoyour installation directory and execute the Logt ool . exe file.
The L ogT ool opens, displaying the View L og tab.

ﬁ- Proficy Historian - LogTool

View Log IGenerate Logs | Gather Logs |

This tab allows you to view the log files of the installed Historian components.

Log File Path | Ci\Proficy Historian DateLogFies
Instaled Components: Ayalable Loghles:
CalculationCalector Datatschiver-01.Jog
Datafrchiver-02.bog
FileColector Datafirchiver-03.bog
SimdationCollector Dt afrchiver-04.Jog

Datadrchiver-08.4og
Diatafrchiver-09.bog
(Dakafrchiver-1.shwe
(Diatatchiver-2.shwe
Diatadrchiver.shwe

2. Select acomponent from the left panel to see the available log files, and click View Log.
3. Click Generate L ogsto enable or disable the debug logging mode for Historian components:

This tool will enable/Disable the debug mode for Historian components. However, |eaving the debug mode enabled
for longer time consume the disk space
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1.Select the component
2.Choose enable/disable option
3.Click apply

r.- Proficy Historian - LogTool

“Wiewlog Generate Logs | Gather Logs |

Ensble/Disable Debug Mode -
This tab allows wou to enabledisable the debug logging mode for Historian Components,
WARNING: |leaving debug mode enablad For hours or days will consume disk space.

To enablefdisable the debug mode:
#1 Seleck the component

#2 Choose enablefdisable option
#3 Click Apply.
~Hiskorian Composnents

[ |Datafrchiver
[CalculationCollector

Laimdation ol et o]
¥ Enable " Disable

Apply

|
a. Select aHistorian Component and click Enable or Disable.
= Note: Leaving debug mode enabled for a component consumes disk space.

b. Click Apply.

4. Click Gather Logsand click Zip the log filesto compress the log files and click Open zip file location to view the zip
files.

v Proficy Historian - LogTool

Wiew Log | Generate Logs Gather Logs |

This tab allows vou to zip all the Historian logs.

The zip file will be in the logfiles directory.

Zip the log Files

Open zip file location
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Troubleshooting Historian

Before troubleshooting any performance-related issue, make sure the computer meets the recommended hardware
requirements (page 16).

Troubleshooting Strict Authentication Issues

If the Historian Server rejects valid collector or client user credentials while connecting, consider the following condition:

Time Sync between the Server Time and Domain Controller Time

If aclient or collector is attempting to connect to the Historian server with Strict Authentication enabled on a Kerberos
configuration, ensure that the Server time and Domain Controller time match with each other. Otherwise, the server rejects
valid credentials and does not allow the connection.

Troubleshooting Historian Server Components

Changing Service Port Numbers

To change the port number of any of the Configuration Manager, Data Archiver or Diagnostics Manager:
1. From Historian Admin Console, change the Port Number from the Ser vices page.

=F Note: Y ou cannot update the port number of a service which is already in use in the same machine.

2. Ensurethat the changed port numbers are updated in the registry which islocated at HKEY_LOCAL_MACH NE
\ SOFTWARE\ I nt el [ution, Inc.\iH storian\Services.

If the port number is not updated, you must update it manually.
3. Restart the corresponding service.

For example, if you change the port number of the Data Archiver, then you must restart the Data Archiver service.

Connecting a Historian Server to a Historian Client through a Firewall

To connect a Historian server to a Historian Client through afirewall from a remote machine, you must enable port number
443.

Receiving a Collector Configuration Error

If you receiveasinglei hConf i gur ati onGet Properti es[ - 2] errorinthecol | ect or. LOGfile, the error most likely
occurred as aresult of the collector connecting and querying for changes in the tag database immediately, getting a timeout,
and then immediately querying again and succeeding.

User API Programs Not Freeing Up Memory
User API Programs built with anything other than Visua Studio .NET should be modified to call i huFreePtr () tofree

any memory pointers returned by the User API. Do not free these pointersusing f r ee() in your application or you can risk
memory corruption. User APl does not support Unicode programming.

Maximum Buffer Memory Size

Y ou can specify the maximum memory buffer size that an archiver queue can take. By default, memory buffer sizeis
100MB.

Troubleshooting a Historian Cluster

Y ou may find these issues with clusters:
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« If aHistorian resource does not go online initially, make sure you have cluster feature included in your license.

e |If aHistorian resource runs for along period of time and then has an unexpected failover, debug the log messages of the
Data Archiver and the Clusters before taking appropriate actions.

Troubleshooting iFIX and Historian

Running iFIX as a Service with iFIX Workspace Listed in the SCU Task List

Prior to iFIX 5.1, if you have configured iFIX to run as a service, you should not have WORK SPACE.EXE listed asa
configured task in the Task Configuration dialog box of the SCU. If WORKSPACE.EXE islisted as a configured task, it may
lead to unpredictable results. For example, if you are also running Historian, no servers will appear in the Server Namefield
of the Configure the Historian Server dialog box and you will not be able to browse Historian tags in the iFIX Expression
Editor.

To rectify this, remove WORK SPACE.EXE from the list of configured tasksin the SCU.

iFIX WorkSpace delay when remote session is lost

If the connection between iFIX and a remote Historian session islost, you may experience a 90 second delay in the iFIX
Workspace Configuration environment, chart, or Expression Builder when accessing a pen associated with that Historian
session.

In the Run Time Environment, all pensin a chart disappear for 90 seconds when the session to aremote Historian session is
lost, even if they are associated with alocal Historian server.

Starting iFIX when a remote Historian session is unavailable

If you are using Historian with iFI X, the iFIX Workspace attempts to connect to the Historian Server when it startsup. If a
remote Historian server is unavailable, it may take one minute or longer for iFIX Workspace to display for each unavailable
server.

Accessing Mission Control when a remote Historian session is lost

If aremote Historian session islost while you are accessing “the HTC tab of Mission Control in the iFIX Workspace, the H
tab may blank out for a minute or longer.

Accessing tags in the iFIX chart after setting OPC "Collector to Made After Restart"

If you add tagsin the Historian Administrator to a Server from an OPC Collector that has Configuration Changes set to Made
After Collector Restart, you will be able to see those tags in the iFIX Expression Builder. Y ou can add them to a chart, for
example, but they have no collected data until you manually stop and restart the OPC Collector.

Collecting data in an iFIX chart with Time Assigned By Source

If you are retrieving datain an iFIX Chart from a Historian Server, have set the Time Assigned by field to Source, and have
collectors running behind the Server time, the chart will display aflatline up to the current time of the local machine.

= Note: You must set Time Assigned by field to Source if you have unsolicited tags getting data from an OPC
Collector.

Synchronizing the time on iFIX SCADA Servers and View Clients

To ensure that acknowledgements are not lost or attributed to the wrong alarm, synchronize the clocks on SCADA
serversand iFI X View Client machines. If the clocks are not synchronized, alarms generated on the SCADA nodes and
acknowledged on the iFIX View Client nodes could have significantly different timestamps. Y ou can synchronize the clocks
using the NET TIME command. Refer to the Windows Help system for more information.

The Historian REST API Reference manual specifies port 8443 in examples and sample code. If you copy and paste the
sample code from this Help manual, you must change this port number to your installed port.

If you have a previous install of Historian, and you have installed PHA/PK C 6.0/6.1, you will need to uninstall and then
reinstall Historian.

Troubleshooting OPC Data Collectors
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Troubleshooting the OPC UA Data Access (DA) Collector

The OPC UA Data Access (DA) Collector gathers and collects data from any OPC UA 1.0-compliant OPC UA Server. The
OPC UA DA Caollector automatically determines the capability of the OPC UA Server to which it is connected, and supports
the appropriate features based on this information.

= Note: The OPC UA DA Collector does not connect to a UA server that requires the Username/Password
authentication. Thisincludesthe CIMPLICITY UA Server.

Troubleshooting the OPC HDA Collector

The OPC HDA Data Collector collects datafrom any OPC HDA 1.2 -compliant OPC HDA Server. The OPC HDA Collector
automatically determines the capability of the OPC HDA Server to which it is connected, and supports the appropriate
features based on this information.

= Note: GE assumes no responsibility for the ability for the OPC HDA Data Collector to connect to specific HDA
servers.

Troubleshooting Historian 7.2 with PHA/PKC 6.0

Installing PHA/PK C on a machine that has Historian 7.0 or greater will fail due to a port conflict issue. Both applications use
the same default port 8443. Y ou must follow the recommended order of install below to avoid this error. Installing Historian
after PHA/PK C on the same machine will not fail as Historian has the ability to detect used port and will configure an unused
port.

The recommended order of install is:

1. Instal PHA/PKC 6.0/6.1.
2. Instal Historian 7.2.

= Note: If you are performing an install on a system with no prior install of PHA/PKC or Historian, you must first
install the Historian Alarm and Events Archiver and the Historian Client Tools from the Historian install media, and
then you caninstall PHA or PKC, and then finally the rest of Historian.
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