PacsAnalyzer and PACStationMgr Considerations When Installed on Win7+ (32/64 bit) OS’s.

When executing these tools over Ethernet, the PLC module info/fault tables will be collected, but the
Ethernet section may show no data at all, this is NOT the expected outcome.

For example, ETM analysis sections shows no Ethernet data collected.

7| abed.txt - Notepad — = | 5 |-
e — [ —
File Edit Format WView Help
Pacsanalyzer 3.5 [Build 1] B
rReport for PLC at 10.10.10.232, CPU: PACSystems CPU310, Fw: &.71
Host PC Date,/Time: 08-10-2012 12:04:27
Controller Date,/Time: 08-10-2012 12:04:24
controller State: Run Enabled
FHHFRER R RS MODULE INFO Tor RACK 0O FH A HFRFH AT EH
SLOT MODEL PRIMARY FW BOOT Fw Hi SERIAL DATE
CATALOG
0 IC695PSD040F 1.10 D659371
IC695PSDO40F
1 IC695CPU310 6.71 [16ci] 2.50 [25a3] 7. 00
2 .
3 IC695ETMOOL 6.14 [24a1] 3.60 [45Aa1] 7.00
4 IC695ETMOOL 6.14 [24a1] 3.60 [45a1] 7.00
5 IC695ETMOOL 6.10 [31a1] 3.60 [45a1] 6. 00
a _
7 _
& _
q _
10 R
11 -—
12 -—
12 -—
14 —
15 —
16 —

Last cleared:

HERFRBRERRARRR R RRRRRRES

08-10-2012 11:36:59

PLC FAULT

Displaying 0 of 0 faults (0 overflowed),

IO FAULT

Last_ cleared: 08-10-2012 11:36:59
Displaying 0 of 0 faults (0 overflowed),

TABLE  ####SFFFRIFHFHRARRRR R RARR

in time descending order.

TABLE

in time descending order.

AR AR AR RS RAR AR RSRARERRSFRSRS ETM Analysis Tor 10.10.10. 21 #####FEFEFEIRESEFEIRSIFEFRIRIRE

AR EA R AR ARSI RS AR AR R R R R R R AR R R AR AR R R SRS R S R RS
ETM analysis for 10.10.10.23

e BB RERBRRRRRRERRRRERERERE ETM ANA1YSTS TOr 10.10.10.23 #EREEEEEERERRERIBERRERIRERUERE




Windows Firewall needs to be configured correctly to allow these tools to collect the Ethernet data from

the PLC. Two options are available:

1. Go into windows control panel and turn Windows Firewall OFF.

"‘:\' . ﬂ <« Windows Firewall » Custormnize Settings - Search Control Panel

Customize settings for each type of network

You can moedify the firewall settings for each type of network lecation that you use,
What are network lecations?

Home or werk (private) netwerk location settings

@ (=) Turn on Windows Firewall
Block all incoming connections, including those in the list of allowed programs

Motify me when Windows Firewall blocks a new program

I @ @ Turn off Windows Firewall (not recommended) I

Public network location settings
@ () Turn on Windows Firewall

Block all incoming connections, including those in the list of allowed programs

MNotify me when Windows Firewall blecks a new program

I @ @ Turn off Windows Firewall (not recommended) I

2. If Windows Firewalls cannot be disabled, add these tools to the “Windows Firewall > Allowed

Programs” list.

"‘-\' 'f-)\' ‘ <« All Control Panel tems » Windows Firewall - Search Control Panel

' )

Control Panel Home . . .
Help protect your computer with Windows Firewall
Allow a program or feature Windows Firewall can help prevent hackers or malicious software from gaining access to
through Windows Firewall your computer through the Internet or a network.
%/ Change notification settings How dees a firewall help protect my computer?
@ Turn Windows Firewall on or What are network locations?
off .
B Restore defaults . .@' Home or work {private) networks Not Connected ()
Advanced settings . )
L z . r.@' Public networks Connected ()

Troubleshoot my network
Metworks in public places such as airports or coffee shops

mndows Firewall state: On
Incoming connections: Block all connections to programs that are
not on the list of allowed programs
Active public networks: = Unidentified network
= Network
Maotification state: Metify me when Windows Firewall blocks a

new program



From the allowed programs list, select “allow another program”

Search Control Pane!

;_-‘ ’ g « Windows Firewall » Allowed Programs [ Allgwed Programs| | ¥

Allow programs to communicate through Windows Firewall

Te add, change, or remove allowed pregrams and perts, click Change settings.

What are the risks of allowing a program to communicate? | %' Change settings
Allowed programs and features:

MName Home/\Work (Private)  Public  *

W BranchCache - Content Retrieval (Uses HTTP)

[ BranchCache - Hosted Cache Client (Uses HTTPS) O O

[ BranchCache - Hosted Cache Server (Uses HTTPS) Od O

[ BranchCache - Peer Discovery (Uses WSD) O O

[J Connect to a Metwork Prajector O O

Core Metworking

[ Distributed Transaction Coordinator | O

[¥] File and Printer Sharing |

HASP LLM |

O HomeGroup O O

Input Director Session Helper tep-in

Input Director tcp-in i
’ Details... ] | Remove |

I Allow ancther program... I

Select “Browse” and point to where you have these tools installed.

Add a Program (o]

Select the program you want to add, or dick Browse to find one that is not
kisted, and then dick OK.

Programs:
‘ Create 3 System Repair Disc -

! ﬁ&ns Development Software |

i | B3 GE Compare Module i]
[ input Director i

€ Internet Explorer '

€ internet Explorer (64-bit)

FIrfanview 4.30 I‘

B License Viewer

@ Manual

‘ Microsoft Security Essentials

» Microsoft Siveriight -

Path: C:\Windows\system32\yecdisc.exe

W f ?
You can choose which network location types to add this program to.
| Network location types... | [ Ak ][ cance |




When Pacsanalyzer is added to the list, then select Add:

Add a Program

Select the program you want to add, or dick Browse to find one that is not
listed, and then dick OK.

Programs:
*Irfﬁn\ﬁew 4,30 -
Il | B¥License viewer
"? Manual
‘ Microsoft Security Essentials

w Microsoft Silverlight

ESl Modbus Plus Metwork Browser
ﬁ?MoziIIa Firefox

CEMetLink Configuration Utility
@Notepad ++

[

Path: C:Wsers\41000 1964 \Desktop\PacsAnalyzer Browse...

Pﬂc PacsAnalyzer Diagnostic Utility

What are the risks of unblocking a program?
You can choose which network location types to add this program to.

Metwork location types... ] I i Add n[ Cancel

This is now added to the allowed list, check the boxes to the right for full access.

Allowed programs and features:

Mame Home/Work (Private)  Public  *
Input Director tep-in
[iSCSI Service O O
[ Media Center Extenders O O
Microsoft Office Qutlook O
Microsoft OneMote O
Microsoft SharePoint Workspace O
O Metlogen Service O O
Metwerk Discovery

E
Q|

PacsAnalyzer Diagnostic Utility
O Performance Lags and Alerts
Remote Assistance

Remote Desktop

KEO
K EO

-

[ Details... ][ Remove ]

[ Allow another pregram... l




Select “Allow another program” again and add in PacStaMgr exe file.

End result, both programs added to the allow list.

] Metwork Discovery
Pacsinalyzer Diagnostic Utility

PACSystems Station Manager
[IFerformance Logs and A
Remote Assistance i

[ Details... H Remove ]

[ Allow anether pregram... ]

These tools are now ready to be used on Windows 7 host machine.

3. Run the tool again and now the ETM analysis section should show valid data.

Here is an example of valid data:

i
FEEFSEFARAAAARASSSSSSSFEAEEE ETM Analysis Tor 10.10.10. 21 ####F#F8SS8FaHaa #4743

=node

ICH95 Peripheral Ethernet Interface
Copyright (c) 2003-2005. A1l rights reserved.
Version 6.14 (2441) TCP/IP
Version 2.60 (4541) Loader
version 7.00 Hardware
IF Address = 10.10.10.21 Subnet Mask = 255.255.255.0
Gateway = 0.0.0.0
MAC Address = <<0009910290E4>>
SNTP Not Configured
Station Manager Port:
Data Rate = 9600, Parity = NONE, Flow Control = NONE
Source of Soft switches: PLC Configuration
Source of IP Address: Configuration
Advanced User Parameters are modified; use "parm" command to display

Jan 3, 2000 3:38:20.10
Date/time not synchronized

=log

<<= Extended Exception Log ===

ICH95 Peripheral Ethernet Interface version 6.14 (24a1)
Log displayed 03-1AN-2000 03:38:21.0

Log initialized wusing valid ram information
I nn last rleared 01 -7an-2000 0011 -41 2



